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CHAPTER 1 

 

 

Introduction 

 

 

IoT systems are the new advancement in the IT world. With the global 

expansion of Wi-Fi, now every household electronic device can connect to 

internet to improve the life of its owner. These improvements are cheap, 

intelligent, resourceful and capable of many applications aimed for the 

benefit of the humankind.  

As the amount of power needed for each technology varies upon its 

applicability, some networks need high amount of power and thus, a 

constant electricity connection or battery charging is needed. This variation 

is also evident in the range of the network, some support only a few meters, 

while others go way beyond kilometers. Upon further development of these 

technologies, the part which occupied the “Low Power – Long Range” part 

of our graph was fairly empty for a long time, but nowadays, this has 

changed. New LPWAN devices have the capability to send data in a long 

range of dozens of kilometers and also require very low power to maintain. 

They achieve this by sending the data in a very low rate, which is also 

convenient for IoT devices. Many companies now have participated in this 

new technology, especially Semtech and its product LoRa, and it is 

predicted that the market will soon be flooded by intelligent IoT devices 
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which benefit from this technology one way or another. In this thesis, to 

further familiarize the reader with the foundations of LPWAN technology, 

a completely open-source LoRaWAN server is set up on a convenient 

Raspberry Pi Linux-operated device and communications between the 

server and its end-nodes are discussed. 

This thesis is a part of an industrial project done in collaboration with the 

ADS “Assembly Data System” SpA to introduce the software part of LoRa 

network by providing a mobile, economic and open-source server which 

anyone can test their hardware with, and create their own customized 

server.  
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CHAPTER 2  

 

 

LoRa and the Internet of Things (IoT) 

 

 

2.1. The Internet of Things (IoT) 

 

The Internet of Things is a collection of connected objects, embedding 

electronics, software, sensors and wireless connectivity protocols that 

collect and exchange information with applications through wireless 

networks connected to the Internet. The Internet of Things allows connected 

objects to remotely communicate and be remotely controlled through 

applications by leveraging existing internet infrastructures. Combined with 

optimized wireless communication systems, it enables a direct integration 

and communication between the physical and the digital worlds. IoT is 

expected to produce a massive amount of information which will be used 

to optimize the consumption of all types of resources and improve the 

efficiencies of increasingly interconnected systems. IoT will also enhance or 

create new services to bring sustainable value to businesses, consumers and 

the overall environment. 

Today, the Internet of Things already impacts the business models of many 

industries and services such as consumer electronics, automotive, utilities, 
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facility managements, smart buildings, connected cities, e-health, supply 

chains or manufacturing applications. 

According to Machina Research, connected objects will account for more 

than 25 billion connections by 2025.  

Based on the current projection, a large part of these connections will come 

from fixed and short range connections such as Wi-Fi, Bluetooth, Zigbee, Z-

Wave, etc. These technologies are well suited for short range applications 

where power consumption and battery life is not a major issue. Cellular 

connections will originate from SIM and/or e-SIM enabled devices using 

2G/3G/4G network infrastructures and technologies. Current generations of 

cellular technologies will need to be completed by cellular evolutions and 

LPWA (Low Power Wide Area) technologies to serve many new IoT 

applications due to the low power consumption requirements by devices to 

send and receive relatively low volumes of data. 

Beyond cellular evolutions, the new wireless IoT connectivity family named 

‘LPWA’ networks is well suited to support services and use cases which 

need long range communication (dozens of km) to reach devices which 

must have a low power consumption budget in order to operate several 

years remotely on a single battery pack. 

The trade-off is a low data rate delivered by LPWA network technologies, 

which for example for the LoRa modulation is from 300 bps up to 5 kbps on 

a 125 kHz bandwidth. 

Key use cases for LPWA networks include applications for Smart Cities 

such as smart parking, intelligent street lighting, supply chain management 

with asset tracking & condition monitoring, smart grids with electricity, 
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water & gas metering, smart agriculture with land condition monitoring or 

animal tracking and geo-fencing. 

These are just few examples of existing applications. Thanks to the growing 

awareness of LPWA capabilities and live network deployments, new 

market needs and use cases appear continuously. 

Several radio technologies co-exist to deploy LPWA networks. Along with 

the Ultra Narrowband (UNB) protocol, LoRa – and its MAC layer 

implementation, LoRaWAN – is the LPWA network solution, currently 

gaining the most traction to support IoT applications and services. 

Based on the LoRa radio modulation technology, invented in 2010 by the 

French startup Cycleo and then acquired in 2012 by Semtech (a 

semiconductor company), a MAC layer has been added to standardize and 

extend the LoRa physical communication layer onto internet networks. This 

MAC layer is called the LoRaWAN (LoRa for Wide Area Networks) 

specification. The specification is open sourced and supported by the LoRa 

Alliance (A non-profit association of members for the development of LoRa 

technology). The LoRaWAN protocol also includes several key wireless 

network features such as E2E1 encryption and security, adaptive data rate 

optimization, quality of service, and other advanced communication 

applications. [1]  

                                                 
1 End-to-End, a style of computer networking. Here meaning the private connection 

between two end-nodes 
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2.2. LoRa 

LoRa is a unique modulation format that is currently developed by Semtech 

and is generated by parts developed by it, including the SX1272 and SX1276 

transceiver chips. This modulation format is best described as a “Frequency 

Modulated (FM) Chirp”.  

The core IP that enables LoRa is the ability to generate a stable chirp using 

a frac-N phase lock loop.  

 

Fig. 1 LoRa patent schematics 

Chirp signals have constant amplitude and pass the whole bandwidth in a 

linear or non-linear way from one end to another end in a certain time. 

Chirp Spread Spectrum (CSS) uses complete bandwidth to transmit signals. 

If the frequency changes from lowest to highest, it is call up-chirp and if the 

frequency changes from highest to lowest, we call it down-chirp. Following 

is the example of linear up-chirp:  
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Fig. 2 An up-chirp CSS frequency modulation 

 

This form of modulation enables LoRa systems to demodulate signals that 

are 20dB below the noise floor when the demodulation is combined with 

Forward Error Correction (FEC). This means that the link budget for a LoRa 

system can provide an improvement of more than 25dB when compared to 

a traditional Frequency Shift Keying (FSK) system. 

This way, CSS techniques help transmit signals for very large distances and 

it is also resistive to Doppler shift. Also, due to using spread spectrum 

signaling, Bandwidth-time product is always greater than one (B*T > 1) 

which respectively adds to the robustness of the communication.  

 

2.3. LoRa Chirp Spread Spectrum Modulation 

 

LoRa uses three different bandwidths: 125 kHz, 250 kHz and 500 kHz with 

125 kHz being the default configuration. LoRa symbols are modulated over 

an up-chirp of 125 kHz bandwidth and different orthogonal spreading 

factors (SF) are used based on Data Rate (DR) requirement and channel 

https://3.bp.blogspot.com/-sbxiznl087c/WGTxuswYYwI/AAAAAAAAGXQ/W1prxu4XN1w0zAgG_USLgQDtq4FKd2dcACLcB/s1600/520px-Linear-chirp.svg.png
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conditions. LoRa uses SF7 to SF12 spreading factors. The figure below 

demonstrates a spectrogram of different Spreading Factors. 

 

Fig. 3 LoRa spreading factors from SF7 to SF12 

 

Each higher spreading factor has a power 2 more air time over the lower 

one, e.g. SF8 takes exactly twice the time of SF7. [2] 

LoRa physical layer (PHY) includes 8 preamble symbols, 2 synchronization 

symbols known as Physical Header, Physical Payload and optional CRC. 

CRC is only used with uplink messages, messages that are sent by the end-

nodes to the network server or other end-nodes and not the other way; this 

way of coping with CRC makes it optional on the general level.  

 

Fig. 4 LoRa physical Layer 

As can be seen in figure 4, the LoRa physical layer itself is comprised of 

many layers and physical payload is the part that mostly changes with 

different types of LoRa modulation. As LoRaWAN is the main aim of this 
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thesis, the sole format of LoRaWAN network with a MAC layer will be 

researched. Note that all of LoRa and LoRaWAN specifications are not 

included in this thesis. More data can be found in the LoRaWAN 

Specification document issued by the LoRa Alliance™ [3]. 

The concept of spreading factor can be furtherly explained by its relation to 

two better known variables, Symbol Rate (Rs) and Bandwidth (BW):  

𝑅𝑠 =   
𝐵𝑊

2𝑆𝐹
 

The higher the amount of spreading factor is, the lower the speed of data 

transfer will become, which in turn would increase the time of data transfer 

or Time-on-Air by powers of 2. But at the same time, the sensitivity will also 

rise which leads to longer distances. Lower spreading factors give higher 

Data Rate, enabling the connection to transfer more data at the same air 

time.  

Other modulation formats LoRa supports include Frequency Shift Keying 

(FSK), Phase Shift Keying (PSK), etc. It is important to note that LoRa itself 

does not describe system functionality above the physical (RF medium) 

layer. 

When processing a LoRa message, additional processing gain is achieved 

due to the modem’s ability to filter on the constant ramp chirp signal. This 

is how high sensitivity is achieved. In order to achieve “lock” to the LoRa 

signal, a long “constant chirp” preamble is transmitted. This is really the 

power of LoRa, that an inexpensive chip with a cheap crystal, can achieve 

very high sensitivity. 
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Fig. 5 Semtech LoRa preamble 

This preamble can be set as a variable number of “symbols”, which are just 

the number of chirps. As the reader might know, there is no selectivity 

between a preamble from one LoRa transmitter vs. another. If there is a 

constant chirp at the right frequency and at the right chirp rate, a LoRa 

demodulator will listen to it, whether it is from the intended system or not. 

Thus, managing a LoRa receiver system to be agile in the face of not just 

regular power interference, but also LoRa interference, becomes very 

important. 

Once a LoRa modem has “locked” on to the preamble signal, the end of the 

preamble is signaled by the “reverse chirp” that is seen in Figure 5. Then 

the data transmission begins, which has a series of “symbols” that function 

much like M-ary FSK symbols, but instead happen on a chirp. 

http://www.link-labs.com/wp-content/uploads/2015/03/LoRa-Preamble.jpg
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Fig. 6 LoRa Data Modulation 

Another powerful feature of LoRa is the ability to demodulate several 

“orthogonal” signals. Signals which are transmitted with different bit rates 

are orthogonal to each other i.e. simultaneous signals at the same frequency, 

assuming they have different chirp rates or as they are called in LoRa 

communications, Spreading Factors.  

Different bit rates can be achieved by different spreading factors and/or by 

different bandwidths. This way LoRa symbols can be simultaneously 

transmitted and received on a same channel without interference. LoRa has 

6 spreading factors (SF7 - SF12) and three different bandwidths (125 kHz, 

250 kHz and 500 kHz). It is important to note that all the combinations of 

spreading factors and bandwidth are not orthogonal. [4] 

 

http://www.link-labs.com/wp-content/uploads/2015/03/LoRa-modulation.jpg
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2.4. LoRaWAN 

 

LoRaWAN, an offspring of LoRa physical layer with a Media Access 

Control (MAC) protocol created by LoRa Alliance™ group, is a Low Power 

Wide Area Network (LPWAN) specification intended for wireless battery 

operated Things in regional, national or global network. LoRaWAN targets 

key requirements of internet of things (IoT) such as secure bi-directional 

communication, mobility and localization services. This standard will 

provide seamless interoperability among smart Things without the need of 

complex local installations and gives back the freedom to the user, 

developer and businesses enabling the roll out of Internet of Things. 

LoRaWAN network architecture is typically laid out in a star-of-stars 

topology in which gateways are transparent bridges relaying messages 

between end-devices and a central network server in the backend. 

Gateways are connected to the network server via standard TCP/IP 

connections while end-devices use single-hop wireless communication to 

one or many gateways. All end-point communication is generally bi-

directional, but also supports operation such as multicast enabling software 

upgrade over the air or other mass distribution messages to reduce the on 

air communication time. 
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Fig. 7 A LoRaWAN network architecture 

Communication between end-devices and gateways is spread out on 

different frequency channels and data rates. The selection of the data rate is 

a trade-off between communication range and message duration. Due to 

the spread spectrum technology, communications with different data rates 

do not interfere with each other and create a set of "virtual" channels 

increasing the capacity of the gateway. LoRaWAN data rates range from 0.3 

kbps to 50 kbps. To maximize both battery life of the end-devices and 

overall network capacity, the LoRaWAN network server has the ability to 

manage the data rate and RF output for each end-device individually by 

means of an adaptive data rate (ADR) scheme. 

 

National wide networks targeting Internet of Things such as critical 

infrastructure, confidential personal data or critical functions for the society 

have a special need for secure communication. This has been solved by 

several layer of encryption: 
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 Unique Network key (EUI64) ensures security on network level 

 Unique Application key (EUI64) ensures end to end security on 

application level 

 Device specific key (EUI128) to differentiate between different 

devices 

Which adequately secure the channels in which LoRaWAN devices 

transmit data. 

LoRaWAN also has several different classes of end-point devices to address 

the different needs reflected in the wide range of applications: 

Bi-directional end-devices (Class A): End-devices of Class A allow for bi-

directional communications whereby each end-device's uplink 

transmission is followed by two short downlink receive windows. The 

transmission slot scheduled by the end-device is based on its own 

communication needs with a small variation based on a random time basis 

(ALOHA-type of protocol). This Class A operation is the lowest power end-

device system for applications that only require downlink communication 

from the server shortly after the end-device has sent an uplink transmission. 

Downlink communications from the server at any other time will have to 

wait until the next scheduled uplink. 

Bi-directional end-devices with scheduled receive slots (Class B): In 

addition to the Class A random receive windows, Class B devices open 

extra receive windows at scheduled times. In order for the end-device to 

open its receive window at the scheduled time, it receives a time 

synchronized beacon from the gateway. This allows the server to know 

when the end-device is listening. 
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Bi-directional end-devices with maximal receive slots (Class C): End-

devices of Class C have nearly continuously open receive windows, only 

closed when transmitting. [5] 

 

2.5. Layout of a LoRaWAN Message 

As discussed before, the LoRa physical layer changes with different types 

of modulation. The aim of this thesis is LoRaWAN networks, therefore the 

map of a LoRaWAN message is shown and its components explained. The 

Physical layer stays the same, while the contents of the Payload are further 

explained. Payload is comprised of a MAC Header, MAC Payload and a 

MIC. The MAC Payload itself is comprised of a Frame Header, Port Field 

and Frame Payload and the Frame Header itself again, includes four 

different parts. 

 

Fig. 8 LoRaWAN Message Format 

2.5.1. LoRa PHY Payload 

 MAC Header (MHDR): The MAC header register with the size of 1 

byte, specifies the message type and according to which major 
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version of the frame format of the LoRaWAN layer specification the 

frame has been encoded. The table below demonstrates the types of 

messages MHDR can transmit; the three bits being the most 

significant bits of MHDR. 

Table 1. MAC Header commands 

𝐌𝐞𝐬𝐬𝐚𝐠𝐞 𝐓𝐲𝐩𝐞 𝐃𝐞𝐬𝐜𝐫𝐢𝐩𝐭𝐢𝐨𝐧 

𝟎𝟎𝟎 Join Request 

𝟎𝟎𝟏 Join Accept 

𝟎𝟏𝟎 Unconfirmed Data Up 

𝟎𝟏𝟏 Unconfirmed Data Down 

𝟏𝟎𝟎 Confirmed Data Up 

𝟏𝟎𝟏 Confirmed Data Down 

𝟏𝟏𝟎 Reserved for Future Use 

𝟏𝟏𝟏 Proprietary 

Data messages are used to transfer both MAC commands and 

application data, which can be combined together in a single 

message. A confirmed-data message has to be acknowledged by the 

receiver, whereas an unconfirmed-data message does not require an 

acknowledgment. Proprietary messages can be used to implement 

non-standard message formats that are not interoperable with 

standard messages but must only be used among devices that have 

a common understanding of the proprietary extensions. 

 Message Integrity Check (MIC): is a sort of unique LoRa “Message 

Digest” of all parts that create the message. As can be seen from the 

code below, MIC uses a combination of 128-bit AES encryption 

system and CMAC to code the data and takes the first 4 bits of it for 

the integrity check of the message. B0 is a block of data created by 
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combining constant values and variables like DevAddr, FCnt and 

len(msg). 

𝑐𝑚𝑎𝑐 = 𝑎𝑒𝑠128_𝑐𝑚𝑎𝑐(𝑁𝑤𝑘𝑆𝐾𝑒𝑦, 𝐵0| 𝑚𝑠𝑔) 

𝑀𝐼𝐶 = 𝑐𝑚𝑎𝑐[0. .3] 

2.5.2. MAC Payload of Data Messages (MACPayload) 

MACPayload is a so-called “data frame”, contains a frame header (FHDR) 

followed by an optional port field (FPort) and an optional frame payload 

field (FRMPayload). 

Frame header (FHDR): The FHDR contains the short device address of the 

end-device (DevAddr), a frame control byte (FCtrl), a 2-bytes frame counter 

(FCnt), and up to 15 bytes of frame options (FOpts) used to transport MAC 

commands.  

Table 2. Frame Header structure 

𝐹𝐻𝐷𝑅 𝐷𝑒𝑣𝐴𝑑𝑑𝑟 𝐹𝐶𝑡𝑟𝑙 𝐹𝐶𝑛𝑡 𝐹𝑂𝑝𝑡𝑠 

𝑆𝑖𝑧𝑒 (𝐵𝑦𝑡𝑒𝑠) 4 1 2 0. .15 

 DevAddr: The Device Address of the end-node.  

 FCtrl: The Frame Control byte. The value of FCtrl changes when 

issuing an uplink or a downlink message. 

Table 3. Frame Control Byte structure 

𝐴𝐷𝑅 𝐴𝐷𝑅𝐴𝐶𝐾𝑅𝑒𝑞 𝐴𝐶𝐾 
𝐹𝑃𝑒𝑛𝑑𝑖𝑛𝑔 

(𝑁/𝐴 𝑖𝑛 𝑢𝑝𝑙𝑖𝑛𝑘) 
𝐹𝑂𝑝𝑡𝑠𝐿𝑒𝑛 

7 6 5 4 3. .0 

 ADR and ADR|ACK|Req: Two bits that control the 

Adaptive Data Rate operation, enabling the server to control 
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the flow of data of an end-node by issuing MAC commands. 

ADR bit being set allows the server to control the data rate. 

The Acknowledge request bit is set when the new data rate, 

set by the server, is not functional and no message is received 

within a specific amount of time. The end-node will keep on 

dropping the data rate until it could transmit data to the 

server. 

 ACK: When receiving a confirmed data message, the receiver 

shall respond with a data frame that has the acknowledgment 

bit (ACK) set. If the sender is an end-device, the network will 

send the acknowledgement using one of the receive windows 

opened by the end-device after the send operation. If the 

sender is a gateway, the end-device transmits an ACK at its 

own discretion. 

 FPending: The frame pending bit is only used in downlink 

communication, indicating that the gateway has more data 

pending to be sent and therefore asking the end-device to 

open another receive window as soon as possible by sending 

another uplink message. 

 FOptsLen: The frame-options length field denotes the actual 

length of the frame options field (FOpts) included in the 

frame.  

 FCnt: Each end-device has two “Frame Counters” to keep 

track of the number of data frames sent uplink to the network 

server (FCntUp), incremented by the end-device and received 

by the end-device downlink from the network server 

(FCntDown), which is incremented by the network server. 
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The network server tracks the uplink frame counter and 

generates the downlink counter for each end-device. After a 

join accept, the frame counters on the end-device and the 

frame counters on the network server for that end-device are 

reset to 0. Subsequently FCntUp and FCntDown are 

incremented at the sender side by 1 for each data frame sent 

in the respective direction. 

 FOpts: The Frame Options part of FHDR transports MAC 

commands of a maximum length of 15 bytes that are piggybacked 

onto data frames. If FOptsLen is 0, the FOpts field is absent. If 

FOptsLen is different from 0, i.e. if MAC commands are present in 

the FOpts field, the port 0 cannot be used (FPort must be either not 

present or different from 0). MAC commands cannot be 

simultaneously present in the payload field and the frame options 

field. 

FPort (Port Field): If the frame payload field is not empty, the port field 

must be present. If present, an FPort value of 0 indicates that the 

FRMPayload contains MAC commands only. FPort values 1 to 223 

(0x01..0xDF) are application-specific. FPort values 224 to 255 (0xE0..0xFF) 

are reserved for future standardized application extensions. 

FRMPayload (MAC Frame Payload Encryption): If a data frame carries a 

payload, FRMPayload must be encrypted before the message integrity code 

(MIC) is calculated. The encryption scheme used is based on the generic 

algorithm described in IEEE 802.15.4/2006 Annex B [IEEE802154] using AES 

with a key length of 128 bits. 
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CHAPTER 3  

 

 

LoRa Server, Gateway and End-nodes 

 

 

3.1. LoRa Server 

 

The server to a network like LoRa has to be versatile in many processes. It 

manages the data which is sent by the gateways via TCP/IP protocol, 

decodes and processes the data, ignores the irrelevant ones and then 

publishes them to any authorized client who is interested. Data can also be 

sent to the end-nodes in their limited receive window time. The server also 

manages the security and intervenes in password protected 

communications, on both network and MQTT level. It stores and logs end-

node device addresses, important client and end-node data and also 

handles the web interface and APIs. The server chosen for this thesis, which 

is capable of doing all of the responsibilities said above, is “LoRa Server”. 

“LoRa Server” is a completely open-source LoRaWAN network-server 

written by GitHub user O. Brocaar. As the author so shortly describes its 

work, It is responsible for handling (and de-duplication) of uplink data 

received by the gateway(s) and the scheduling of downlink data 

transmissions. [6] 
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The server is written in Go language and can be run in nearly all popular 

OSs, including Linux, Windows and Mac OS. It supports all of important 

server roles and provides clients with an easy to use web GUI. The 

application is also ongoing and getting updated at the time of this research.  

 

Fig. 9 LoRa Server structure 

As can be seen in figure 9, The LoRa server software itself is comprised of 

three different applications; lora-gateway-bridge, loraserver and lora-app-

server. 

The lora-gateway-bridge is the first part of the server which comes into 

contact with the gateways. As the gateways send their packets using a UDP 

protocol, the bridge converts this type of data to MQTT so that they could 

be understood and manipulated by the server. The loraserver app is the core 
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application which handles the data, stores them in databases and 

communicates with other applications. 

 

Fig. 10 LoRa Server applications (green) and other services (navy blue) in the network of 

hardware/software (light blue) 

The server utilizes two different database applications which are 

PostgreSQL and Redis. As can be seen in figure 10, the persistent data like 

general end-node data e.g. device addresses, application keys, etc. and also 

client data for secure connections are stored in Postgre while non-persistent 

and session-related data like errors, logs, hashes, times of arrivals and sent 

data and some elements of cryptography are stored in Redis. 

To start communicating data, the server first needs to add end-node(s) to 

its database. This can be done using one of the two implemented methods 

of Over the Air Activation (OTAA) or Activation by Personalization (ABP) 

which will be described later. In this project, the OTAA method was 

extensively used. The server receives the signals that end-nodes send, 

checks their credentials with the ones already implemented in it, and adds 

them to its network when the data agree. After having one or more end-
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nodes in its network, the server moves on to receive and sometimes send 

data from/to the end-nodes. 

The server also has the responsibility to demonstrate the data it receives and 

send them to every client that requests them. Clients can also send specific 

data to each end-node via the server which prompts it to save them in its 

database and send each and every data when the receive windows of that 

specific end-node is open.  

As for the hardware part of the server, to allow it to have its own dedicated 

hardware and OS, and due to the fact that it is small and resourceful enough 

to be installed on a lower-end machines, a Raspberry Pi 3 Model B was 

chosen to be the platform and its host. 

The RPi runs on a Raspbian (ARM Debian) Linux OS which works perfectly 

with the server. It has 4 USB ports and provides Ethernet and Wi-Fi 

connection which are needed for TCP/IP communication. More data about 

the server and its functions are discussed in the next chapters. 

 

3.2. Gateway 

 

As of date, the only hardware capable of acting as a LoRa gateway (in its 

most basic form) are a batch of chips called SX1257 and SX1301 by Semtech 

Corporation, the company which holds the license to the LoRa technology. 

But this module is not sold commercially and is only provided to trusted 

manufacturers to build their customized hardware using them. In addition, 

any documentation about the SX1301 chip is not available for common 
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users. As working with the chip itself wasn’t an option, the MTAC-LORA-

868 mCard manufactured by MultiTech™ was used instead. 

 

Fig. 11 An MTAC-LoRa-868 mCard  

To be able to use this hardware, the company recommends purchasing its 

commercial product called Multitech Conduit™ and plugging the chip in 

to use the whole combination as a gateway. Due to the plug-and-play 

nature of the mCard, any useful documentation about the mCard chip is 

also not provided by the company.  

 

Fig. 12 Multitech Conduit and its peripherals 

As the commercial device uses pre-programmed commands, and 

experimenting with the hardware itself wasn’t supported by the 
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manufacturer, also due to the fact that this project tends to be standalone 

and non-commercial, another route was considered. In this configuration 

the chip, which is the main concentrator unit, was assembled on a “Mini 

PCI-E to USB adapter module” and directly connected to the RPi. 

 

 

Fig. 13 Mini PCI-E to USB adapter 

Mini PCI-E is the reduced version of PCI-Express with only one Express 

lane and added USB and SIM card interfaces. There’s a lot of only USB to 

Mini PCI-E cards and mCard can also be one of them. But, as explained 

below, this is not as easy as plug-and-play method. 

Looking at power pins of the card, GND pins are routed to ground and 3.3v. 

Power pins (2, 24 and 52) are routed to the input of some voltage regulators 

(the ones used for digital domain supply). But regulators’ inputs for analog 

domain are routed to pins 23 and 25. This doesn't meet the Mini PCI-E 

specifications because those pins are assigned to the Express lane. The three 

LP38502SD-ADJ Low Drop-Out voltage regulators (LDO) used for the 

analog part are adjusted to 3.3v output, therefore LDOs need a supply 

greater than 3.52v as the dropout is 220mV. Due to this layout, an easy way 

to overcome this problem is supply pins 23 and 25 of the Mini PCI-E adapter 

with 5v voltage supply from the USB connector. The finished product 
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which has the pins soldered to the supply, is demonstrated in the figure 

below. [7] 

 

Fig. 14 A mounted MTAC chip on a PCI-E adapter with its pins connected to the USB  

 

3.2.1. The Block Diagram of an MTAC-LORA Chip 

As can be seen from the figure above, the MTAC chip is fairly protected by 

a metal cover. Under this cover there are the main components that create 

the concept of a gateway. 
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Fig. 15 MTAC-LoRa card, under the metal cover 

The LoRa Gateway Radio board captures all LoRa uplink packets using the 

two on-board SX1257 Semtech transceivers, and concentrates them into the 

SX1301 Base Band Processor. 

 

Fig. 16 Block diagram of a LoRa gateway 

The RF signal paths are connected to the SMA edge connector on the Radio 

board. The signal is fed into the (RFSW1012) RF single-pole double-throw 

switch. The signal is separated into two RF outputs and is filtered through 

two different frequencies, prior to being passed into the SX1257 Semtech 
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transceivers for demodulation. The two SX1257 transceivers reference the 

same 32 MHz Oscillator as a clock source. After capturing the RF signal, the 

SX1257s concentrate the data into the SX1301 through dedicated SPI 

communication pins. The concentrated SX1301 data is then communicated 

to the LoRa Gateway Core board through a dedicated SPI bus through the 

Terminal Strip connector. [7] 

 

SX1301 

The SX1301 is a smart baseband processor for long range ISM (Industrial, 

Scientific and Medical) communication. In the receiver part, it receives I and 

Q digitized bit stream for one or two receivers (SX1257), demodulates these 

signals using several demodulators, adapting the demodulators settings to 

the received signal and stores the received demodulated packets in a FIFO 

to be retrieved from a host system (PC, MCU). In the transmitter part, the 

packets are modulated using a programmable (G)FSK/LoRa modulator and 

sent to one transmitter (SX1257). 

Received packets can be time-stamped using a GPS PPS input. The SX1301 

has an internal control block that receives microcode from the host system 

e.g. RPi. The microcode is provided by Semtech as a binary file to load into 

the SX1301 at power-on. 

The control of the SX1301 by the host system is made using a Hardware 

Abstraction Layer (HAL). The Hardware Abstraction Layer source code is 

provided by Semtech and can be adapted by the host system developers. [8] 
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SX1257 

The SX1257 is a highly integrated RF-to-digital front-end I and Q 

modulator/demodulator Multi-PHY mode transceiver, capable of 

supporting multiple constant and non-constant envelope modulation 

schemes. It is designed to operate over the 862-960 MHz ISM license-exempt 

frequency bands. Its highly integrated architecture allows for a minimum 

of external components whilst maintaining maximum design flexibility. All 

major RF communication parameters are programmable and most of them 

can be dynamically set. The SX1257 is optimized for low power 

consumption. It has a maximum signal bandwidth of 500 kHz in both 

transmission and reception and is intended as a high performance, low-cost 

RF-to-digital converter and provides a generic RF front-end that allows 

several constant and non-constant envelope modulation schemes to be 

handled. [9] 

 

Power Supply 

The power supplies on the Gateway Radio board are controlled by multiple 

on-board regulators, offering a wide range of stable voltage sources. The 

main power source for the Radio board is supplied via on-board micro-USB 

5V USB connector, or via the connected terminal connector. It is 

recommended to power the radio board through the connected core. 

However, it is possible to independently use the Radio board through the 

5V USB power connector, if the Core board is not being used. An MCP16311 

(U13) regulator is used to supply 3.3V and an MCP1612 (U16) supplies 1.8V, 

respectively to be used by the SX1301. 
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Three MPC1824 regulators, U14, U15 and U17 supply dedicated 3.3V to the 

SX1257 transceivers and to the filter circuit. Each regulator is controlled 

independently by a dedicated IC shutdown pin. The LEDs populated next 

to each regulator circuit are used to indicate when the circuit is in use. 

 

3.3. End-Node 

 

For this part of project, a device called LoRa Mote™, a product of Microchip 

Company powered by the RN2483 chip, is used. 

The RN2483 is a LoRa-integrated modem with a range of more than 15 km 

(Line of Sight), low power enabling a battery life greater than 10 years and 

the ability to connect millions of wireless sensor nodes to LoRa gateways 

and IoT-connected Cloud Servers. This robust system is due to LoRa’s 

unique spread-spectrum based modulation that is capable of demodulation 

20 dB below noise level. This enables high sensitivity for ultra-long range, 

improved network efficiency and eliminates interference. The RN2483 

modem operates over the 433 and 868 MHz license-free (ISM) frequency 

bands and serves as the end-device in the LoRa network infrastructure. 

The RN2483 has the complete LoRaWAN™ protocol stack on the modem 

and is easy to configure via simple ASCII commands through the UART, 

greatly reducing development time. Additionally, while being of a small 

form, it comes with 14 GPIOs, providing the flexibility to connect and 

control a large number of sensors and actuators while taking up very little 

space. 
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The modem also resolves the age-old wireless developer’s dilemma to 

choose between longer range and lower power consumption. By employing 

the RN2483, one can now maximize both, while eliminating the cost of 

additional repeaters and increasing battery life. With its scalability, robust 

communication, mobility and the ability to operate in harsh outdoor 

environments, the RN2483 is well suited for a broad range of low data rate 

wireless monitoring and control designs. [10] 

 

Fig. 17 Microchip LoRa Mote™ 

The LoRa™ Mote chip has some advantages over the typical RN2483 chip, 

as it has embedded antenna, LCD screen, UART interface and ready to use 

GPIO ports. Also using an onboard PIC18, easy USB-to-UART serial 

connection is made possible. The Mote also has a DC power source which 

can power the device when USB connection is not available. When on 

battery power, the chip has the ability to join itself to the network using 

OTAA or ABP and send confirmed and unconfirmed message types. 

Modifying the data rate and even enabling and disabling adaptive data rate 

is also possible. 
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The RN2483 chip itself at its core, is comprised of two main components, a 

Semtech SX1276 transceiver modem and a PIC18 microprocessor which 

controls the chip, enabling it to be given high-level language commands 

through simple serial connection, like MAC commands. 

 

Fig. 18 RN2483 chip, under the metal cover 

This feature of RN2483 further enhances the communication and ease of use 

of the device, but it costs the device some extra power consumption.  

 

SX1276 

The SX1276/77/78/79 transceivers feature the LoRa long range modem that 

provides ultra-long range spread spectrum communication and high 

interference immunity whilst minimizing current consumption. Using 

Semtech’s patented LoRa modulation technique, SX1276 can achieve a 

sensitivity of over -148dBm using a low cost crystal and bill of materials. 

The high sensitivity combined with the integrated +20 dBm power amplifier 

yields industry leading link budget making it optimal for any application 

requiring range or robustness. 
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LoRa also provides significant advantages in both blocking and selectivity 

over conventional modulation techniques, solving the traditional design 

compromise between range, interference immunity and energy 

consumption. 

The SX1276 delivers exceptional phase noise, selectivity, receiver linearity 

and IIP3 for significantly lower current consumption than competing 

devices. [11] 
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CHAPTER 4  

 

 

Server Architecture and Setup 

 

 

4.1. Running the RPi and Updating the OS 

  

The practical work starts with attaching a monitor, keyboard and mouse 

alongside a LAN cable to the device. Due to some technical problems the 

RPi may have with connections (especially with the monitor), it is better to 

attach them all before turning the device on. With all the devices attached, 

the RPi can be turned on by plugging in the power adapter. 

After booting the device and checking its internet connection, the best first 

operation can be updating the device. Open the LXTerminal by clicking on 

its icon in the desktop and type the following commands: 

sudo apt-get update 
sudo apt-get dist-upgrade1 
sudo apt-get autoremove 

Type “Y” – or “S” depending on your language preferences – when it asks 

you a question about continuing the upgrade. This may take a while to 

complete. 

                                                 
1 This command will do a complete update, removing unnecessary dependencies along 

the way. If that is not satisfactory to you, use the more common “apt-get upgrade” 

command. 
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4.2. Building Server Infrastructures 

 

4.2.1. PostgreSQL 

PostgreSQL is a powerful open-source object-relational database 

management system. It contains many advanced features, is very fast, with 

an emphasis on extensibility and standards compliance. It can handle 

workloads ranging from small single-machine applications to large 

Internet-facing applications (or for data warehousing) with many 

concurrent users and also has versions for Linux and Windows systems. 

The server uses databases to store critical data it needs to function and also 

data related to its end-nodes and gateways. To do this, it takes advantage 

of two different open-source databases; PostgreSQL to save all the 

persistent data and Redis to save all the session-related and non-persistent 

data. As this is not a PostgreSQL-related project, only the necessary 

commands needed to run the server are given.  

Interested individuals can download the comprehensive user’s manual 

with free accessibility from the respective creator’s website1. 

To install and run the database the steps below must be taken. 

Open a terminal window and then write: 

sudo apt-get install postgresql postgresql-contrib 

This will install the latest version available for the RPi and the commonly 

used add-ons for it. Afterwards, a database must be created for the server. 

                                                 
1 https://www.postgresql.org/docs/ 
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With the commands below, one can create a database, and associate a role 

and password to it. 

sudo -u postgres psql 

This opens a PostgreSQL command line called psql. 

The CREATE ROLE command is issued to create a role, or in other terms a 

username, alongside giving it a password for security reasons. The role is 

named loraserver, which is used later in the configuration files. If you want 

to change the role’s name, be sure to name it correctly in all other related 

material. Take note that the password must be written between single 

quotation marks. 

create role loraserver with login password 'YOUR_PASSWORD'; 

Now, a database can be attributed to the role 

create database loraserver with owner loraserver; 

To quit the prompt, write the command below. 

\q 

Doing this, a PostgreSQL role, password and database which are required 

for the server to function, are created. To verify if the user and database 

have been setup correctly, try to connect to it. 

psql -h localhost -U loraserver -W loraserver 

You can use the command \l to see a list of databases and their owners. 

When the verification finishes, quit the list by simply tapping “q” and the 

program by typing \q. 
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4.2.2. Redis 

As mentioned above, the Redis database is needed to store session-related 

and non-persistent data. It is an open source (BSD licensed), in-memory 

data structure store, used as database, cache and message broker. It 

supports many data structures and is very versatile in managing data. 

Interested individuals can read more about Redis and its commands and 

functions from the owner’s manual1. 

If the Linux version you are using is a “Raspbian with Jessie”, you can 

install the server easily using the command: 

sudo apt-get install redis-server 

If not, and the command above gives you an error, do the steps below to 

install the application. 

First, the programs source file must be downloaded. To download the latest 

stable release tarball from Redis.io 

wget http://download.redis.io/releases/redis-stable.tar.gz 

This commands downloads the file directly into the path the user is issuing 

the command from, so be sure where you want to execute the command 

line (default path is the Home directory). 

The file should be uncompressed first. Then the user must enter its directory 

to continue the installation. 

tar xzf redis-stable.tar.gz 
cd redis-stable 

Proceed with the make command. 

make 

                                                 
1 http://redis.io/documentation 
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Run the recommended make test. 

make test 

Finish up by running make install, which installs the program system-wide. 

sudo make install 
cd utils 

From there, run the Ubuntu/Debian install script. 

sudo ./install_server.sh 

Select the default port of the service and determine the file name and 

directories the database needs (if unsure, just press the Return key for every 

question). 

sudo service redis_6379 start 

Writing “stop” instead of “start” stops the redis server from running in the 

background. The number 6379 is the default port number of Redis database 

server. Redis, if installed automatically, runs itself as a service in the 

background every time your system boots up. 

 

4.2.3. MQTT and Mosquitto 

MQTT is a Client Server publish/subscribe messaging transport protocol. 

It is light weight, open, simple, and designed so as to be easy to 

implement. These characteristics make it ideal for use in many situations, 

including constrained environments such as for communication in 

Machine to Machine (M2M) and Internet of Things (IoT) contexts where a 

small code footprint is required and/or network bandwidth is at a 

premium. 
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The protocol runs over TCP/IP, or over other network protocols that 

provide ordered, lossless, bi-directional connections [12]. Its features 

include: 

 Use of the publish/subscribe message pattern which provides one-

to-many message distribution and decoupling of applications. 

 A messaging transport that is agnostic to the content of the 

payload.  

 Three qualities of service for message delivery: 

1. "At most once", where messages are delivered according to 

the best efforts of the operating environment. Message loss 

can occur. This level could be used, for example, with 

ambient sensor data where it does not matter if an individual 

reading is lost as the next one will be published soon after. 

2. "At least once", where messages are assured to arrive but 

duplicates can occur. 

3. "Exactly once", where message are assured to arrive exactly 

once. This level could be used, for example, with billing 

systems where duplicate or lost messages could lead to 

incorrect charges being applied. 

 A small transport overhead and protocol exchanges minimized to 

reduce network traffic. 

 A mechanism to notify interested parties when an abnormal 

disconnection occurs. 

 

Eclipse Mosquitto™ is an open source (EPL/EDL licensed) and compact 

message broker that implements the MQTT protocol versions 3.1 and 3.1.1. 

MQTT provides a lightweight method of carrying out messaging using a 
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publish/subscribe model. This makes it suitable for "Internet of Things" 

messaging. [13] 

The server uses the MQTT protocol heavily for establishing a contact 

between itself and different clients. MQTT is used for the connection 

between loraserver and lora-gatewy-bridge applications and also every 

connection clients make to the lora-app-server to subscribe to end-node 

channels and query them. Mosquitto is the application that the sever uses 

for accessing the protocol. 

To install Mosquitto and keep it updated for Raspbian, first its repository 

package signing key must be imported. 

wget http://repo.mosquitto.org/debian/mosquitto-repo.gpg.key 
sudo apt-key add mosquitto-repo.gpg.key 

You get an OK, confirming the success of the command. Afterwards, the 

repository should be made available to APT. 

cd /etc/apt/sources.list.d/ 

Expecting that the user has installed the Raspbian (Debian) version of Linux 

on their RPi, they have to execute one of the commands below to add 

Mosquitto to their source list. 

sudo wget http://repo.mosquitto.org/debian/mosquitto-
wheezy.list 
sudo wget http://repo.mosquitto.org/debian/mosquitto-
jessie.list 

For the users who are unsure of the version of Debian they are using 

(Wheezy or Jessie), a simple command of 

cat /etc/os-release 

under PRETTY_NAME reveals the distribution version installed on the 

Raspberry. 

After that, the apt information must be updated. 
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sudo apt-get update 

Now, the installation part can begin. 

sudo apt-get install mosquitto 
sudo apt-get install mosquitto-clients 

To test Mosquitto the command below can be executed. 

mosquitto_pub -t 'test' -m 'Hello World' 

This sends a simple “Hello World” message to the “test” MQTT channel. If 

it doesn’t give any errors, then it means that there’s no problem. For extra 

assurance, one can open another terminal window and execute the 

following line before the former to see their own message.  

mosquitto_sub -t -v ‘test’ 

More complicated commands will be given in the next chapters. 

 

4.2.4. Python 3 and Paho-MQTT 

Python is an easy to learn, powerful programming language. It has efficient 

high-level data structures and a simple but effective approach to object-

oriented programming. Python’s elegant syntax and dynamic typing, 

together with its interpreted nature, make it an ideal language for scripting 

and rapid application development in many areas on most platforms. [14] 

Apart from all of these benefits, Python has an already written MQTT 

protocol module called Paho-MQTT, which makes the coding for any 

MQTT-related script very easy. In this project, the language is used to write 

scripts for the server, enabling it to contact end-nodes using MQTT 

messaging commands. 
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As a default, Python 2.x and 3.x come pre-installed on all Raspbian versions, 

but in this project some additional programs are needed for the scripts to 

work. The coding language is for Python 3. 

First, “pip”, a very useful tool for installing Python modules is installed.  

sudo apt-get install python3-pip 

“pip” has to be upgraded to its most recent version. 

sudo python3 -m pip install --upgrade pip 

Now, Paho-MQTT package can be installed using the pip installer. 

sudo python3 -m pip install paho-mqtt 

With all the essential programs installed, the user can move forward to 

install the actual server elements and its applications.  
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4.3. Setting up the Gateway 

 

To keep the project economic, the RPi is also used as the platform for the 

gateway hardware, but it is not mandatory. The MTAC-LORA-868 is 

connected directly via USB to the RPi and uses the internal localhost 

network to transmit data to the server and vice versa. After attaching the 

device to the RPi, it has to be set up, because the RPi is not locally familiar 

with its drivers. The setup process is different for every gateway and each 

company provides its own version of libraries and drivers for their LoRa 

device. This guide is written specifically for the Multitech™ MTAC-LORA 

gateways and may or may not work with other concentrators. 

For the device to work properly, first its concentrator unit must be defined 

for the Raspbian OS. The USB connection uses FTDI1 chips for data 

translation and thus needs its library defined for the operating system. It 

needs some prerequisite packages. 

sudo apt-get install git 
sudo apt-get install libftdi-dev 
cd ~ 
wget https://storage.googleapis.com/google-code-archive-
downloads/v2/code.google.com/libmpsse/libmpsse-1.3.tar.gz 
tar zxvf libmpsse-1.3.tar.gz 

After downloading the source material, one should proceed to installing the 

library. 

cd libmpsse-1.3/src 
./configure --prefix=/usr --disable-python 
make 
sudo make install 

                                                 
1 Future Technology Devices International™ 
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To properly define the library for the Raspbian OS, a “rules” file must be 

added to the system device manager folder. In this case, a pre-written file is 

downloaded directly inside the folder.  

cd /etc/udev/rules.d 
sudo wget 
https://raw.githubusercontent.com/mirakonta/lora_gateway/mas
ter/libloragw/99-libftdi.rules 
sudo udevadm control --reload-rules 
sudo udevadm trigger 
sudo adduser pi plugdev 

Now that the library is installed, for the next step the gateway software are 

installed. 

The “LoRa Gateway” is a Driver/HAL to build a gateway using a 

concentrator board based on Semtech SX1301 multi-channel modem and 

SX1257/SX1255 RF transceivers, and the “Packet Forwarder” is a program 

running on the host of a LoRa gateway that forwards RF packets receive by 

the concentrator to a server through a IP/UDP link, and emits RF packets 

that are sent by the server. So, “LoRa Gateway” creates a gateway out of a 

concentrator unit and “Packet Forwarder” is the program to translate data, 

getting packages in LoRa frequency format and changing them to TCP/IP, 

so they can be sent via Internet to the server. 

 

mkdir ~/gateway-lora 
cd ~/gateway-lora 
mkdir exec 
git clone https://github.com/mirakonta/lora_gateway.git 
git clone https://github.com/mirakonta/packet_forwarder.git 
cd lora_gateway 
make clean all 
cd .. 
cd packet_forwarder 
make clean all 
mkdir /opt/packet-forwarder/bin 
cd basic_pkt_fwd 
cp basic_pkt_fwd ~/gateway-lora/exec 
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cp global_conf.json ~/gateway-lora/exec 
cd .. 
cd gps_pkt_fwd 
cp gps_pkt_fwd ~/gateway-lora/exec 

The global_conf.json file must be edited before it can be used by the packet 

forwarder application. Use either text editor you find most satisfactory. 

leafpad ~/gateway-lora/exec/global_conf.json 
nano ~/gateway-lora/exec/global_conf.json 

Scroll down to the end of the text file where “gateway_conf” is situated. 

Here you need to change the “serv_port_up” and “serv_port_down” values 

from 1680 to the port number which you have designed for the Gateway 

UDP configuration in the “lora-gateway-bridge” application1. The default 

value is 1700. Change both numbers to 1700, or your designated UDP port 

number and save your work. You also can change the gateway ID of your 

concentrator unit if you like. Note that it should be a 16 digit Hexadecimal 

number. 

To run the gateway application, you can easily execute the packet forwarder 

file in your exec folder. 

cd ~/gateway-lora/exec 
./basic_pkt_fwd 

The LoRa Mote™ device by default doesn’t support GPS navigation. If your 

end-node has an embedded GPS locator device, you can use the 

“gps_pkt_fwd” in your exec folder to prepare your gateway for GPS 

navigation. 

cd ~/gateway-lora/exec 
./gps_pkt_fwd 

  

                                                 
1 Read more in the LoRa Gateway Bridge Configurations section 



 

46 

 

4.4. Assembling the LoRa Server Main Files 

 

Up to this day, the LoRa Server project needs three main files which are 

responsible for critical parts of the project. The part about what each file 

does and how each of them is installed is described in the next chapters, but 

first, the user needs to compile or download these files to be able to use 

them effectively. This chapter shows the various methods for downloading 

the main server files.  

Keep in mind that LoRaServer is an ongoing project which is being 

developed by its owner and is subject to change. You can check the 

repository’s documentation page1 for new information on the server and its 

progress. 

 

4.4.1. Building the Projects from the Source 

The LoRa Server application and its dependencies are written in Go 

language. To use the application, two different ways exist. As the project is 

an open-source one, all of its source files can be downloaded and the project 

can be built from scratch. If it proves to be problematic, one can also 

download the pre-built releases of the application specifically built for the 

Raspbian (Linux ARM) and also many other OSs. 

If the user wants to compile the LoRa Server project from its source, it has 

to be noted that it is not possible to do this on a Raspberry machine. 

Raspberry uses an ARM version of Linux which contradicts some 

repositories and embedded pre-installation software the source material 

                                                 
1 https://docs.loraserver.io/loraserver/ 
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needs (mostly written for 64-bit Linux OSs), thus giving an internal error 

when installing them in the environment of an ARM OS. Because of this, 

the main guide uses the pre-built versions of the application, as the user is 

assumed to only have an RPi in hand. 

For other users who also have a running 64-bit Linux machine at the ready 

and like to compile the project, look up Appendix 1 for reference. 

 

4.4.2. Using a Web Browser 

Navigate to the webpage below using Epiphany or Chromium:  

https://github.com/brocaar/loraserver/releases 

and download the latest file which has “linux_arm” in its title.  

Do the same deed with these two addresses below. 

https://github.com/brocaar/lora-gateway-bridge/releases 

https://github.com/brocaar/lora-app-server/releases/ 

 

4.4.3. Using an Installer Script 

Using this installer bash script, allows the user to easily download the latest 

version of all of the applications needed for the server in one directory and 

extract the files automatically. It also gives the executable permission to the 

files. Use the commands below to easily download all of the files. 

wget -O installer.sh goo.gl/VzMmqC 
chmod +x installer.sh 
./installer.sh 

Details about the coding of the script are available in the Appendix 2. 
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4.4.4. Using the wget command 

The user can also download the files manually using the terminal 

commands of wget and cURL. As one may not know the latest version of 

the files, the user needs to query the GitHub repository and obtain the “tag” 

of the latest file version of each application. The easiest way to do this is 

using the cURL package. 

sudo apt-get install curl 
curl https://github.com/brocaar/loraserver/releases/latest 

The number after /tag/ shows the ultimate version of the file. Keeping the 

number in mind as “VERSION” type. 

wget 
https://github.com/brocaar/loraserver/releases/download/VERS
ION/loraserver_VERSION_linux_arm.tar.gz 
tar zxf loraserver_VERSION_linux_arm.tar.gz 

The same steps must be taken for the two other executables. 

curl https://github.com/brocaar/lora-gateway-
bridge/releases/latest 
wget 
https://github.com/brocaar/loraserver/releases/download/VERS
ION/lora_gateway_bridge_VERSION_linux_arm.tar.gz 
tar zxf lora_gateway_bridge_VERSION_linux_arm.tar.gz 
 
curl https://github.com/brocaar/lora-app-
server/releases/latest 
wget https://github.com/brocaar/lora-app-
server/releases/download/VERSION/lora_app_server_VERSION_lin
ux_arm.tar.gz 
tar zxf lora_app_server_VERSION_linux_arm.tar.gz 

By the end, you will have three files at your disposal which need to be made 

executive. 

chmod +x loraserver lora-gateway-bridge lora-app server 
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4.5. Installing the Server 

 

Now that the server files are all downloaded, it is time to install the server. 

The server installs as a service in the Raspbian system and can be started 

and stopped when necessary. The first part is lora-gateway-bridge. 

 

4.5.1. LoRa Gateway Bridge 

LoRa Gateway Bridge is a service which abstracts the “packet_forwarder” 

UDP protocol running on most LoRa gateways into JSON over MQTT. It 

enables the user to utilize MQTT for receiving data from and sending data 

to the gateways. [15] 

With the lora-gateway-bridge file in hand, start the installation by creating 

a system user dedicated to the application. 

sudo useradd -M -r -s /bin/false gatewaybridge 

The binary file should be moved to another location. The folder /opt/lora-

gateway-bridge/bin doesn’t exist, so it should be created first. 

sudo mkdir -p /opt/lora-gateway-bridge/bin 
sudo mv lora-gateway-bridge /opt/lora-gateway-bridge/bin 

In order to start LoRa Gateway Bridge as a service, the file 

/etc/systemd/system/lora-gateway-bridge.service must be created. If you are a 

seasoned Linux user, you can use nano as a means to directly create and 

edit the file. If you are not familiar with nano and its text-based 

environment, the easier way is using the gksu command and use the 

graphical Leafpad text editor which comes pre-installed on the Raspbian.  
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Depending on your choice type either on the two commands to create the 

file in the designated address. 

sudo nano /etc/systemd/system/lora-gateway-bridge.service 
gksudo leafpad /etc/systemd/system/lora-gateway-
bridge.service  

Write the materials below inside the text editor. 

[Unit] 
Description=lora-gateway-bridge 
After=mosquitto.service 
 
[Service] 
User=gatewaybridge 
Group=gatewaybridge 
ExecStart=/opt/lora-gateway-bridge/bin/lora-gateway-bridge 
Restart=on-failure 
 
[Install] 
WantedBy=multi-user.target 

Save your work. From this point, you have defined the Gateway Bridge as 

a service which can be managed using the commands below. 

Start the service 

sudo systemctl start lora-gateway-bridge 

Restart the service 

sudo systemctl restart lora-gateway-bridge 

Stop the service 

sudo systemctl stop lora-gateway-bridge 

Start the service using its designated command. To verify the function of 

the service, when the physical gateway is attached to the RPi, run the 

command below to get a query. 

sudo journalctl -u lora-gateway-bridge -f -n 50 

when you are finished checking your work, exit using the Ctrl+C command. 
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4.5.2. LoRa Server 

The main part of the server, which manages all connections between itself 

and the Gateways and end-nodes, and keeps the users informed using the 

MQTT protocol. It is installed after Gateway Bridge because it needs the 

connection to the physical Gateway to work correctly. 

To start the installation, just like the latter start by creating a system user. 

sudo useradd -M -r -s /bin/false loraserver 

Move the binary to its designated location 

sudo mkdir -p /opt/loraserver/bin 
sudo mv loraserver /opt/loraserver/bin 

Use either nano or Leafpad to create a file 

sudo nano /etc/systemd/system/loraserver.service 
gksudo leafpad /etc/systemd/system/loraserver.service 

and type the text below inside the file and save it. 

[Unit] 
Description=loraserver 
After=mosquitto.service 
 
[Service] 
User=loraserver 
Group=loraserver 
ExecStart=/opt/loraserver/bin/loraserver 
Restart=on-failure 
 
[Install] 
WantedBy=multi-user.target 

To be able to configure the LoRa Server, a folder must also be created. 

sudo mkdir /etc/systemd/system/loraserver.service.d 

and a configuration file inside of it. 

sudo nano 
/etc/systemd/system/loraserver.service.d/loraserver.conf 

or 
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gksudo leafpad 
/etc/systemd/system/loraserver.service.d/loraserver.conf 

and write the configuration material below in the text editor. These are the 

default values for the server which are designed for a European frequency 

range. Information about the configuration file and other choices are given 

in the next chapter. 

[Service] 
Environment="NET_ID=010203" 
Environment="BAND=EU_863_870" 
Environment="BIND=127.0.0.1:8000" 
Environment="REDIS_URL=redis://localhost:6379" 
Environment="GW_MQTT_SERVER=tcp://localhost:1883" 
Environment="AS_SERVER=127.0.0.1:8001" 

Save the file. 

Just like the Gateway Bridge, the service can be managed using the 

commands below. 

Start the service 

sudo systemctl start lora-gateway-bridge 

Restart the service 

sudo systemctl restart lora-gateway-bridge 

Stop the service 

sudo systemctl stop lora-gateway-bridge 

Start the loraserver service. To verify the functionality, with the physical 

gateway attached and the Gateway service running, run the command 

below to get a query. 

sudo journalctl -u loraserver -f -n 50 

Checking the log and when satisfied, exit using the Ctrl+C command. 
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4.5.3. LoRa App Server 

LoRa App Server is an open-source LoRaWAN application-server, 

compatible with LoRa Server. It is responsible for the end-node "inventory" 

part of a LoRaWAN infrastructure, handling of received application 

payloads and the downlink application payload queue. It comes with a 

web-interface and API (RESTful JSON and gRPC) and supports 

authorization by using JWT tokens. Received payloads are published over 

MQTT and payloads can be enqueued by using MQTT or the API. [16] 

To install the App Server, first a system user account must be created. 

sudo useradd -M -r -s /bin/false appserver 

Just like the two other applications, create a folder and move the file there. 

sudo mkdir -p /opt/lora-app-server/bin 
sudo mv lora-app-server /opt/lora-app-server/bin 

As the web-interface and API requires a TLS certificate, create a self-signed 

certificate: 

sudo mkdir -p /opt/lora-app-server/certs 

Using this command you will generate a self-signed certificate for the web 

server. 

sudo openssl req -x509 -newkey rsa:4096 -keyout /opt/lora-
app-server/certs/http-key.pem -out /opt/lora-app-
server/certs/http.pem -days 365 -nodes 

You’ll be asked a series of questions to complete the certificate creation 

procedure. 

As the LoRa App Server is also defined as a server, it needs a .service file to 

be created for it. Use one of the commands below to do that. 

sudo nano /etc/systemd/system/lora-app-server.service 
gksudo leafpad /etc/systemd/system/lora-app-server.service 

and write the text below inside the file. 
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[Unit] 
Description=lora-app-server 
After=mosquitto.service postgresql.service 
 
[Service] 
User=appserver 
Group=appserver 
ExecStart=/opt/lora-app-server/bin/lora-app-server 
Restart=on-failure 
 
[Install] 
WantedBy=multi-user.target 

The LoRa App Server also needs a configuration file, therefore creating a 

specified folder and a file inside is mandatory. 

sudo mkdir /etc/systemd/system/lora-app-server.service.d 

and one of the commands below to create a file. 

sudo nano /etc/systemd/system/lora-app-
server.service.d/lora-app-server.conf 
gksudo leafpad /etc/systemd/system/lora-app-
server.service.d/lora-app-server.conf 

Write the default values for the configuration file within it. 

[Service] 
Environment="BIND=127.0.0.1:8001" 
Environment="HTTP_BIND=0.0.0.0:8080" 
Environment="NS_SERVER=127.0.0.1:8000" 
Environment="HTTP_TLS_CERT=/opt/lora-app-
server/certs/http.pem" 
Environment="HTTP_TLS_KEY=/opt/lora-app-server/certs/http-
key.pem" 
Environment="DB_AUTOMIGRATE=True" 
Environment="MIGRATE_NODE_SESSIONS=True" 
Environment="REDIS_URL=redis://localhost:6379" 
Environment="POSTGRES_DSN=postgres://loraserver:dbpassword@l
ocalhost/loraserver?sslmode=disable" 

Where you have to write your database password in the place of 

“dbpassword” in the last Environment line. 

As LoRa App Server is also a service, the same commands are valid also for 

its management. 

Start, Restart and Stop the service 
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sudo systemctl start lora-app-server 
sudo systemctl restart lora-app-server 
sudo systemctl stop lora-app-server 

Use the first command to start the service. To verify the functionality, run 

all other services and then proceed to query the service with the command 

below. 

sudo journalctl -u lora-app-server -f -n 50 

Checking the log and when satisfied, exit using the Ctrl+C command. 

 

When all of your applications start to run perfectly without any problem, 

you can issue enable command to the three main applications to make them 

start when your RPi boots up.  

sudo systemctl enable lora-gateway-bridge  
sudo systemctl enable loraserver 
sudo systemctl enable lora-app-server 

You can always use the disable command to reverse the previous effect. 

sudo systemctl disable lora-gateway-bridge  
sudo systemctl disable loraserver 
sudo systemctl disable lora-app-server 
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4.6. Setting up the End-nodes and Server Configuration 

Files 

At this phase of work, the server is up and running and the gateway is also 

functional, transmitting and receiving data to/from the server.  

This part of the thesis discusses the end-nodes, how to connect them to the 

network and fine tuning the server. 

 

4.6.1 Joining the LoRaWAN Network  

The end-node can join the network using Over the Air Activation (OTAA) 

or Activation by Personalization (ABP) methods. The key difference 

between the methods is that ABP requires the user to generate and input 

the network keys used to authenticate the end-device when it joins the 

application. These values are automatically derived when using OTAA.  

Using ABP join mode requires the user to define the following values and 

put them into the memory of both the end-device (node) and the server: 

 Device Address 

 Application Session Key  

 Network Session Key 

In contrast to OTAA, the network keys are stored directly in the device, 

instead of being derived when the device joins the application.  

When a device joins an application using OTAA, the values stated above 

are derived automatically during a handshake between the device and 

network server. 
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Note that the network keys derived using the OTAA methodology are 

specific to the end-node and are used to encrypt and verify transmissions 

at the network level. This allows for LoRa devices to roam between different 

providers' networks, provided the networks have roaming in place. 

 

4.6.2. Joining via OTAA 

Connect the Mote to a PC via USB or any other method possible and run a 

terminal application. In this instance, a program called YAT (Yet Another 

Terminal1) is used. Set the Bits per second ratio to 57600 and Data Bits to 8 

with no Parity Bit and 1 Stop Bit and start the connection. You can verify 

the reliability of the connection by sending a get command. 

sys get ver 

You’ll get an answer demonstrating the firmware version of the device 

alongside the date and time. 

With the verification phase finished, the user can give the device its 

credentials. They are defined in three variables: 

 Application EUI: A variable of 16 hexadecimal characters. It is the 

Application Identifier that should be defined by the user when the 

application is created. It is used to identify the application that 

devices are being added to. This value is the same for the end-nodes 

in the same network. 

 Device EUI: 16 hexadecimal characters, this is the LoRa device's 

Extended Unique Identifier. It is used to identify specific end-nodes. 

The value might be hard-coded on the end-device and often it is 

                                                 
1 https://sourceforge.net/projects/y-a-terminal/ 
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printed on the device, or modifiable by the user. This value must 

later be copied from the end-device to the server interface. 

 App Key: 32 hexadecimal characters. This value is used to derive the 

Network Session and Application Session keys for the end-device. It 

is generated by the user and it must be entered into both the end-

node and the server. 

The user has to define these three variables for the end-node and later add 

them also to the server so that it could recognize the device. 

With all these values set, type the commands below to configure the end-

node. 

mac set deveui DEV_EUI_HEX_VALUE      #e.g. A1CF5A1234567890 
mac set appeui APP_EUI_HEX_VALUE 
mac set appkey APP_KEY_HEX_VALUE 

If the commands are executed correctly, you’ll get an OK after each 

command. With the important values set, go on and launch the command 

below to save the data inside the Mote’s EEPROM memory. 

mac save 

You’ll get an OK. 

After finishing the configuration, the user has to access the web interface of 

the server to add the end-node data to the server. 

 

4.6.3. Joining via ABP 

As mentioned before, all the procedures of OTAA method must be 

performed first to be able to use the ABP method. After issuing the 

commands to set the deveui, appeui and appkey, you need to set three other 
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variables next; Device Address, Network Session Key and Application 

session Key. All must be generated by the user. 

 Device Address: 8 hexadecimal characters. This value is used to 

identify the end-device within the network. It is defined by the user 

and it must be entered into both the end-node and server. Note that 

the first 2 Hex digits (7 MSB to be exact) of Device Address must be 

equal to the last 2 digits (7 LSB) of the Net-ID of the server. 

 Application Session Key: 32 hexadecimal characters. This is the 

application session key that relates to the specific device. It is used 

by both the network server and the end-node to validate the integrity 

of transmissions between the device and the application. It is 

generated by the user and it must be entered into both the end-node 

and the server. 

 Network Session Key: 32 hexadecimal characters. This is the network 

session key that relates to the specific device. It is used by both the 

network server and the end-node to validate the integrity of 

transmissions between the device and the application. It is generated 

by the user and must be entered in both the end-node and the server. 

Therefore, in addition to other values, these three variables must also be 

added to the end-node configurations. 

mac set devaddr DEV_ADDR_HEX_VALUE 
mac set appskey APP_SESSION_KEY_HEX_VALUE 
mac set nwkskey NETWORK_SESSION_KEY_HEX_VALUE 
mac save 
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4.6.4. App Server Configurations 

Either open the web browser of your Raspbian and type the website 

https://localhost:8080 

in the address bar or do the same in the browser of network trusted PC 

which is in the same network as the server, this time writing the IP number 

of the server unit instead of localhost. 

e.g. https://154.65.124.81:8080 

This will open up the web interface of the LoRa Server. Note that the server 

is only accessible via https protocol and not http. Also, as the certificate of 

this webpage is self-signed, most web browsers will give you a warning 

about its security. Ignore the warning and let your browser to open the 

webpage anyway. 

 

Fig. 19 LoRa Server’s web interface 

Click on “Create Node” button. 
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Fig. 20 LoRa Server’s web interface, Create Node page 

You’ll be asked to fill in the values of Device EUI, Application EUI and 

Application Key. For a normal Class A connection, set the receive window 

on RX1 and submit the data. 

This sets the values for an OTAA joining. If you are more interested in using 

the ABP joining method, after saving the data, click on your Device EUI in 

the main window. 
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Fig. 21 Device EUI of a Node 

And then click on “NODE SESSION / ABP” button to enter the exclusive 

ABP window. 

 

Fig. 22 Node Session/ABP configuration button 

Here, in addition to the already entered data, you need to add Device 

Address, Network Session Key and Application Session Key. The device 

address can also be generated by the server, but you then need to add it 

later to the end-node, using the mac set devaddr command. 

From now on, you can join the end-node to the LoRa server using either 

OTAA or ABP methods. Using the Terminal program – or LoRa Mote™ 

battery operated GUI joining button – enter one of the following commands. 

mac join otaa  
mac join abp 

If your configurations are correct, after some seconds you will encounter 

either an “Accepted” or a “Denied” response. If you are denied connection 
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to the server, try it 2 or 3 times again. Chances that the server doesn’t 

recognize the end-node at first connection (mostly with high SFs) are 

moderately high.  

If running the Mote on the “Battery Mode” instead, the moment the device 

is turned on, you’ll get a “Joining Method” message. You need to choose 

one of the two methods and be accepted into the network to be allowed to 

access other commands. 

 

Fig. 23 Joining Method of LoRa Mote™ on “Battery Mode” 

After getting an “Accepted” response, you can be sure that all applications 

and end-nodes are running correctly and you can start sending data to the 

server. Be sure to abide by the laws of LoRa connections and not spam the 

network. Semtech employs hardware restrictions on LoRa devices to 

prevent the flooding of the ISM band, hence the embedded microprocessor 

that comes with the device. If not, you will get “no_free_ch” and “busy” 

responses and have to wait the appropriate waiting time to be able to send 

another message.  
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4.7. Most Useful MAC Commands 

 

4.7.1. Sending an uplink message 

With all configurations set, and end-node(s) joined to the network, you can 

send data to the server using the mac tx command. 

mac tx <type> <portno> <data> 

 <type>: string representing the uplink payload type, either cnf or 

uncnf i.e. Confirmed or Unconfirmed payload 

 <port no>: decimal number representing the port number, from 1 to 

223 

 <data>: hexadecimal value. The length of <data> bytes capable of 

being transmitted are dependent upon the set data rate. 

#Example: sending a “hello” message 
mac tx cnf 24 68656C6C6F  

The main difference between confirmed and unconfirmed payloads is that 

in the confirmed style of messaging, the end-node will await the server to 

send it an acknowledgement (ACK) message back. The number of retries if 

the ACK message is not received is determined by the value of retx which 

can be modified using the command below. 

mac set retx <ReTxNb>    #<ReTxNb>: a number between 0 and 
255 

 

4.7.2. Setting the Data Rate 

Using this command, one can set the data rate for the next messages to be 

sent to the server. 

mac set dr <DataRate>   
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#<DataRate>: a number between 0 and 7 

As discussed before, the number representing data rates varies from 0 to 7 

and indicates respectively the spreading factors (or chirp rates) from SF 12 

to SF 7, a special mode of SF 7 with two times bigger bandwidth (250 kHz) 

and an FSK mode with 50 kbps bit rate. 

The option is also available in the “Battery mode” of the Mote, but the 

choices are limited to 5, with special modes omitted. 

Note that, as you change the data rate of your end-node, the frame counter 

returns to zero, which may conflict with the server’s frame counter. This 

may bring up errors in which the server ignores the end-node’s uplink 

message because the frame counters wouldn’t match. This issue may be 

bypassed by turning on the “relax frame-counter” in the LoRa Server 

configurations, but that in turn may compromise the security of the 

network. Therefore, either reset the frame counters by joining the network 

again or accept the security vulnerability if changing the data rate 

repeatedly is critical to you. On the plus side, this problem won’t happen if 

the data rate is changed by the ADR method. 

 

4.7.3. Adaptive Data Rate 

Adaptive Data Rate is a method where the actual data rate is adjusted to 

ensure reliable packet delivery, optimal network performance, and scale for 

capacity. For example, nodes close to the gateway will use a higher data rate 

(shorter time on air) and a lower output power which results in a better 

battery life. Only nodes that are at the very edge of the link budget will use 

the lowest data rate and highest output power. The ADR method can 

accommodate changes in the network infrastructure and support varying 
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path loss. To maximize both battery life of end‐devices and overall network 

capacity, the LoRa network infrastructure manages the data rate and RF 

output for each end‐device individually by implementing ADR. [17] 

As of date (31 Jan 2017), Semtech™ has yet to publish the recommended 

algorithm for ADR publicly, but according to TheThingsNetwork 

repository1, a preliminary “simple rate adaptation recommended algorithm 

Vol 1.0” has been given to major LoRa server developers which outlines the 

way ADR should work: 

Applicable to EU868 only. Other regions will follow. 

Only static nodes should do ADR. This can also be a mobile node that is 

‘parked’ on a fixed spot, and able to detect this. The node decides if ADR 

will be used or not, not the application or network server. The node that 

wants its data rate managed by the network, sets the ADR bit to 1 in its 

uplink messages. 

On detecting this, the network server will start collecting the maximum 

SNR for each received message, as well as the number of gateways (for 

future use), and keep track of the last 20 received uplinks. If the ADR uplink 

bit is 0, the table will be deleted, and build again when ADR becomes 1. 

After 20 frames it can compute the SNR margin, using the data rate (DR) of 

the last received message. 

The Max SNR over these 20 frames (𝑆𝑁𝑅𝑚𝑎𝑥) is used. 

𝑆𝑁𝑅𝑚𝑎𝑟𝑔𝑖𝑛  =  𝑆𝑁𝑅𝑚𝑎𝑥 –  𝑅𝑒𝑞𝑢𝑖𝑟𝑒𝑑𝑆𝑁𝑅(𝐷𝑅) –  𝑚𝑎𝑟𝑔𝑖𝑛_𝑑𝑏 

Where Required SNR is: 

                                                 
1 https://github.com/TheThingsNetwork/ttn/issues/265 
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 𝐷𝑅5/𝑆𝐹7: − 7.5 

 𝐷𝑅4/𝑆𝐹8: − 10 

 𝐷𝑅3/𝑆𝐹9: − 12.5 

 𝐷𝑅2/𝑆𝐹10: − 15 

 𝐷𝑅1/𝑆𝐹11: − 17.5 

 𝐷𝑅0/𝑆𝐹12: − 20 

and 𝑚𝑎𝑟𝑔𝑖𝑛_𝑑𝑏 =  10 𝑑𝐵. Note that it is the default value, and it should be 

configurable, maybe even per node. 

Then the number of steps is computed as follows: 

𝑁𝑆𝑡𝑒𝑝  =  𝑟𝑜𝑢𝑛𝑑(
𝑆𝑁𝑅𝑚𝑎𝑟𝑔𝑖𝑛

3
) 

If 𝑁𝑆𝑡𝑒𝑝 > 0 the data rate can be increased and/or power reduced. If 𝑁𝑆𝑡𝑒𝑝 <

0, power can be increased (to the maximum). 

For 𝑁𝑆𝑡𝑒𝑝 > 0, first the data rate is increased (by 𝑁𝑆𝑡𝑒𝑝) until DR5 is reached. 

If the number of steps is smaller than 𝑁𝑆𝑡𝑒𝑝, the remainder is used to 

decrease the TXpower by 3dBm per step, until TXmin is reached. 𝑇𝑋𝑚𝑖𝑛 =

2 𝑑𝐵𝑚 for EU868. 

For 𝑁𝑆𝑡𝑒𝑝 < 0, TX power is increased by 3dBm per step, until 𝑇𝑋𝑚𝑎𝑥 is 

reached (14 dBm for EU868). 

Note: the data rate is never decreased, this is done automatically by the 

node if ADRACKReq’s get unacknowledged. 

After sending the first LinkADRReq, the network will send an ADR request 

again if needed: 

1. At most every Nth uplink frame (N to be decided) 

2. Only after ADR_ACK_Req is set by the device in uplink. The device 

will unset ADR_ACK_Req after receiving an ADRACKReq in 
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addition to sending an LinkADRAns, hence providing two 

mechanisms to let the network know the ADR request has been 

received. If neither is done, the ADRACKReq might have been lost. 

Repetition rate 

The 𝑁𝑏𝑅𝑒𝑝 parameter is set based on the frame loss in the last 20 received 

frames. The new 𝑁𝑏𝑅𝑒𝑝 is a function of frame loss and current 𝑁𝑏𝑅𝑒𝑝 value: 

Table 4. 𝑁𝑏𝑅𝑒𝑝 selection table as a function of Frame Loss and Current value 

  

 

𝑭𝒓𝒂𝒎𝒆 𝑳𝒐𝒔𝒔 

𝑪𝒖𝒓𝒓𝒆𝒏𝒕 𝒗𝒂𝒍𝒖𝒆 

1 2 3 

 

<=  𝟓% 1 1 2 

𝟓% − 𝟏𝟎% 1 2 3 

𝟏𝟎% − 𝟑𝟎% 2 3 3 

>  𝟑𝟎% 3 3 3 

 

LoRa Server application supports ADR. The end-node could activate the 

option using the command below and the server would then take control of 

the data rate management. 

mac set adr <state>         #<state>: on or off 

By turning ADR on, the server is informed about the status of the module’s 

ADR in every uplink frame it receives from the ADR field in the uplink data 

packet. If ADR is enabled, the server will optimize the data rate and the 

transmission power of the module based on the regulations mentioned 

above.  
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4.8. Editing the Configuration files 

 

The configuration files of the server are the ones with the .conf extension 

which are stored in the /etc/systemd/system folder of your system, 

supervising some critical elements of the server. The pre-written 

configurations that were set before, are for a Class A type LoRa connection 

with Europe frequency standards which may not satisfy all users. In this 

chapter, important parameters of the config files are reviewed. 

 

4.8.1. LoRa Server Configurations 

Located in /etc/system/system/loraserver.service.d/loraserver.conf, this file 

supervises the configurations of the main server application. Just like the 

first installation, you can access it by typing 

gksudo leafpad 
/etc/system/system/loraserver.service.d/loraserver.conf 

or 

sudo nano 
/etc/system/system/loraserver.service.d/loraserver.conf 

The variables in this files are explained below. 

 Net ID: or Network Identifier, is a fixed 24 bit (6 Hex digits) number 

used by the server that uniquely identifies LoRaWAN™ network 

operators. The LoRa Alliance Board is the official authority 

responsible for granting the NetID requests for commercial 

LoRaWAN networks [18].  A very important note is that the last 2 
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digits (7 LSB1) of the Net ID must be equal to the first 2 digits (7 

of the device address of each end-node. This is done automatically 

when using OTAA. 

 Band: The ISM LoRa RF band configuration to use. This is a set 

frequency band for LoRaWAN networks, restricted to your location 

and country. The gateways and end-nodes both use the same RF 

band, so they shouldn’t be configured arbitrarily. Options are:  

1) AU_915_928 #for Australia 

2) CN_470_510 #for China  

3) EU_863_870 #for European Union 

4) US_902_928 #for the US  

 Bind: the IP address and port number for LoRa Server to bind the 

API server. 

 Redis URL: the IP address and port number of Redis database server. 

The default port number is 6379. If you want to change this port 

number, you have to edit the /etc/redis/redis.conf file first and change 

the port number accordingly. Online databases need their 

corresponding IP address. 

 GW MQTT Server: MQTT broker server used by the gateway 

backend. As the default MQTT broker for this project is Mosquitto, 

the default value is 1883. To change this, you either need to create a 

.conf file for the Mosquitto service, or use another MQTT broker with 

a different port number. You also can use the environment variables 

of GW_MQTT_USERNAME and GW_MQTT_PASSWORD to set 

security Username and Password for your MQTT broker. 

                                                 
1 Least Significant Bit(s) 
2 Most Significant Bit(s) 
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 AS Server: Host name and port number of the Application-Server 

API Server. The port number is optional and can be changed. You 

can also set CA and TLS certificates for the API server to be used by 

the client. 

More information and configurations can be gained by running the 

command. [19] 

/opt/loraserver/bin/loraserver --help 

 

4.8.2. LoRa Gateway Bridge Configurations 

By default, the Gateway Bridge doesn’t have a configuration file. So, if you 

feel the need to change any of the values explained below, you have to 

create a .conf file in the directory written below. 

/etc/systemd/system/lora-gateway-bridge.service.d/lora-
gateway-bridge.conf 

using either Leafpad or nano text editors and modify it to be like this 

[Service] 
Environment=”SETTING_A=value_a” 
Environment=”SETTING_B=value_b” 

The available options which you can put in the place of “SETTING”s are: 

 UDP-BIND: the IP:Port address to bind the UDP listener to. The 

default value is 0.0.0.0:1700 

 MQTT-SERVER: the IP address and port of the MQTT server. 

Default: tcp://127.0.0.1:1883 

 MQTT-USERNAME: As mentioned before, the username value for 

entering the secure MQTT protocol. 

 MQTT-PASSWORD: The password needed for the aforementioned 

username. 
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 LOG-LEVEL: provides a log of the application according to the level 

of interest. The levels are: 

0) Panic 

1) Fatal 

2) Error 

3) Warning 

4) Info 

5) Debug  

The default value is 4. 

  

4.8.3. LoRa Application Server Configurations 

The application server has its configuration file in /etc/systemd/system/lora-

app-server.service.d/lora-app-server.conf. It has access to both databases and 

also controls the user interface webpage of the server. It utilizes the RSA 

password protection to create self-signed certificates that in turn, are used 

by the web interface. The configuration file can be accessed using the text 

editors mentioned before. The already determined values are: 

 Bind: IP:Port value to bind the API server. Default: 0.0.0.0:8001 

 HTTP-Bind: IP:Port value to bind the HTTP server (web interface 

and REST/gPRC API). The default address is 0.0.0.0:8080. Changing 

this, changes the webpage address to the application server. 

 NS Server: Hostname:port of the network-server API server. Default: 

127.0.0.1:8000 

 HTTP TLS Certificate: The TLS certificate file address of the HTTP 

server. 

 HTTP TLS Key: The TLS key file address of the HTTP server. 
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 DB Auto-migrate: Allow automatic database migrations 

 Migrate Node Sessions: Allow the server to migrate some of the 

node-session data to the application server storage. 

 Redis URL: The IP address and port number of Redis database 

server. The default address is redis://localhost:6379. 

 PostGres DSN: The PostGreSQL Data Source Name. It is composed 

of the elements below which ultimately guide the server to its 

appropriate database: 

o Owner: or the Role name of the database. The default value is 

loraserver. 

o Password: the password of the said role 

o Host: the internet host of the PostGre database. Default: 

localhost 

o SSL Mode: indicate if the connection should have SSL 

protection. Default: disable 

 JWT-SECRET: For individuals who want to transmit JSON data 

securely, a JSON Web Token is also available. It secures API 

authentication and authorization.  

More information and configurations can be gained by running the 

command. [20] 

/opt/loraserver/bin/loraserver --help 

 

  



 

74 

 

CHAPTER 5  

 

 

Experiments on the Network and Programming 

 

 

5.1. Testing the ADR Abilities of the Server 

 

As discussed before, Semtech has defined a standard for how ADR should 

be implemented in a LoRa network. This has been implemented in the 

server source files and options to manually edit some variables are added 

to the web interface. 

The options which the user can manipulate are: 

 Number of iterations (intervals) for a Data Rate check (Semtech 

Default: 20) 

 dB margin (Semtech Default: 10 dB, Author Default: 5 dB) 
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Fig. 24 ADR configurations of the LoRa Server’s web interface 

A test has been done on the Mote device to evaluate this option. As the on-

chip configurations were limited, a script was written which transmitted an 

unconfirmed text uplink message to the server in 4 minute intervals. To 

activate the ADR, both the server and the node must be configured. The 

node has a register for ADR which can be set by using the command below. 

mac set adr on 

The command has been implemented in the script (Appendix 4) and is 

activated automatically. When the register is set, it can be seen on the 

received data that the ADR value is “true”. For the ease of sending uplink 

messages faster, data rate has been set to 1 (SF = 11).  

The server must also be configured, which is easily done by changing the 

value of “ADR Interval” in the web interface’s node options. A natural 

number can be inserted in the field and any number except zero would 

activate the ADR on the server’s side. 

For the experiment, as can be seen in figure 24, the interval value is set to 10 

and installation margin as 5. The script was run and the output observed. 

The output log is demonstrated below. The distance between the gateway 

and node is minimal (a few meters) so SNR is seen as a positive value, 
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making sure that the data rate chosen by the server would be the fastest 

possible. 

 

Fig. 25 ADR changing the value of spreading factor 

On the first message arrival, the server observes the set value of ADR and 

starts counting the next uplink messages. When the counter reaches the 

designated value of 10, the server puts the “data rate change” message into 

the downlink messages FIFO. 

 

Fig. 26 LoRa Application Server logging the SF change 

When the next uplink arrives, the downlink message is received in the 

“receive window” period of the end-node. The spreading factor then 

changes to the most convenient factor, 7. After that the downlink is removed 

from the FIFO. Note that the end-node is designed so that if a message 

wasn’t acknowledged by the server after increasing the data rate, it would 

automatically decrease the value until it could receive one. This eliminates 

the need to actively increment or decrement the SF one factor at a time.
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Another important fact is that even though it’s not implemented in the 

Mote, the ADR also controls the transmission power of the uplink, forcing 

the end-node to increase or decrease it according to the SNR value of the 

message the server receives. Figure 26, line 2 shows how the ADR gives out 

the command to the device to set its TX power to 14 dB, but it is negated in 

the end-node. 
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5.2. Power consumption assessment of the Microchip 

Mote™ 

 

The Mote is a handy device capable of running itself on batteries and has a 

graphical user interface which allows the user to do simple but important 

tasks like joining via OTAA or ABP, sending an uplink message (whether 

periodical or not), changing the data rate, activating the ADR and reading 

the last received downlink message. This is done using an LCD screen with 

two buttons and a PIC microcontroller which functions both as a standalone 

end-node controller and a USB Handler translator. 

The Microchip Inc. and the LoRa patent holder Semtech, boast that a LoRa 

end-device is capable of working for years with just two AAA batteries. 

Although this fact is hugely dependable on the amount of device usage in 

a fixed period of time, the rules of LoRaWAN specifications about Time-on-

Air and Duty Cycles limit this time to a measurable one. In this experiment, 

the device power consumption when active and inactive are measured and 

the states of the device in transmission and also the effect of different data 

rates on the power consumption is observed.  

The experiment starts with searching for a way to semi-precisely find the 

value of current consumption in the device. To be able to do that, a current 

sensor resistor – a resistor with a low resistance value which could be put 

in series with the device without any impact on device functionality – is put 

on the ground pole of a DC voltage generator and then the whole system is 

connected to the Mote as a substitute for two batteries. 

For precise voltage monitoring, a small but handy oscilloscope device from 

Digilent™ called “Analog Discovery” was utilized. Figure 27 shows the 
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device connected to Digilent™ BNC Adapter Board so that it could use BNC 

connectors. The device is then connected to a PC via USB cable and becomes 

operable using its dedicated software called WaveForms™. 

 

Fig. 27 Analog Discovery with BNC adapter and connectors 

As the Mote itself didn’t have a current sensor resistor, a 0.6 Ω resistor was 

attached to the ground pole of the voltage generator as a means to observe 

the total amount of power the device consumes. To reduce the effects of the 
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additional resistor on the device, the voltage of the generator was set to 

3.2 𝑉. 

 

Fig. 28 Power supply acting as a battery with sensor resistor connected to its ground, 

BNC connector reading the voltage of the resistor 

With all devices set, the generator is turned on and the power consumption 

is monitored. 

The first experiment is with data rate 5 (SF = 7). The result is shown in the 

figure below. 
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Fig. 29 An uplink transmission of a LoRa Mote™ with SF7 

As can be seen, near the −2 𝑠 mark, the device changes into active mode 

and starts to do data acquisition from the two sensors of light and 

temperature, and goes on to calculate the preamble bits, AES encryption 

and other parts of an uplink message. After this phase, the radio turns on 

and the device starts to send the uplink message, which is the part with the 

most power consumption. The radio stays on and awaits the predetermined 

times for each receive window which it opens two times so that it would 

receive any messages sent by the server (in this case nothing, because the 

uplinks are of unconfirmed type). This phase can easily be detected by the 

slightly elevated consumption of power and the two peaks in equal timing 

which represent the two windows. The figure below shows the theoretical 

Class A message system. 
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Fig. 30 LoRa Class A message system 

The experimental data follows this path precisely. The remaining time in 

the active region is apparently spent monitoring the open channels and 

enforcing LoRa standard limitations on the device. This phase is not yet 

completely known as the proprietor of LoRa, Semtech, has yet to release the 

firmware of its SX127x chips to the public. 

Time-on-Air is a quality which shows the amount of time the end-node chip 

needs to transfer a set of bits to the server. As data transmission is done in 

symbols and factors like preamble, headers, chirp rate (spreading factor) 

and data encryption play a part, a simple division by bit per second speed 

won’t give the user the correct value of time needed. To make matters 

easier, the LoRa Designer’s Guide of Semtech [21] gives an equation for the 

Time-on-Air: 

𝑇𝑆𝑦𝑚𝑏𝑜𝑙 =  
2𝑆𝐹

𝐵𝑊
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𝑁𝑃𝑎𝑦𝑙𝑜𝑎𝑑 𝑆𝑦𝑚𝑏𝑜𝑙  

=  8 +  ⌈
8 ∗ (𝑃𝑎𝑦𝑙𝑜𝑎𝑑 + 𝐻𝑒𝑎𝑑𝑒𝑟) − 4 ∗ 𝑆𝐹 + 28 + 16

4 ∗ (𝑆𝐹 − 2 ∗ 𝐷𝐸1)
⌉

∗  (
4

𝐶𝑜𝑑𝑖𝑛𝑔 𝑅𝑎𝑡𝑒
) 

𝑇𝑃𝑟𝑒𝑎𝑚𝑏𝑙𝑒 = (𝑛𝑃𝑟𝑒𝑎𝑚𝑏𝑙𝑒 + 4.25) ∗  𝑇𝑆𝑦𝑚𝑏𝑜𝑙 

𝑇𝑃𝑎𝑦𝑙𝑜𝑎𝑑 =  𝑁𝑃𝑎𝑦𝑙𝑜𝑎𝑑 𝑆𝑦𝑚𝑏𝑜𝑙  ∗ 𝑇𝑆𝑦𝑚𝑏𝑜𝑙 

And Finally 

𝑇𝑂𝑛 𝐴𝑖𝑟 =  𝑇𝑃𝑟𝑒𝑎𝑚𝑏𝑙𝑒 +  𝑇𝑃𝑎𝑦𝑙𝑜𝑎𝑑  

To facilitate the calculation all of the equations above, an Excel sheet was 

created which calculates all values and gives out the Time-on-Air based on 

the input data. Setting the default payload size as 8 bytes, Header size as 13 

bytes and coding rate as 4/5, the figure below shows the calculated values: 

 

Fig. 31 LoRaWAN Time-on-Air calculation 

With all these data in hand, one can start measuring the real Time-on-Air 

data and match them with the theoretical ones: 

                                                 
1 Data Rate Optimization Enabled, This value is only set as 1 when SF is bigger than 10. 

For all other SFs it is zero. 
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Fig. 32 Uplinks with different spreading factors ranging from SF7 to SF12 respectively 

Note that the time division of the first picture is 500 𝑚𝑠 and the last one 2 𝑠 

while for all others it is 1 𝑠. To measure a near-precise value of Time-on-Air, 

a picture software called ImageJ1 was used. This way the number of pixels 

are measured for the width of each time period and divided by the time 

scale, gives an adequately precise outcome. The measured data for every SF 

is given below: 

Table 5. Measured Time-on-Air values of the experiment 

𝑺𝑭 𝟕 𝑺𝑭 𝟖 𝑺𝑭 𝟗 𝑺𝑭 𝟏𝟎 

0.055 ± 0.003 𝑠 0.104 ± 0.006 𝑠 0.185 ± 0.006 𝑠 0.370 ± 0.006 𝑠 

𝑺𝑭 𝟏𝟏 𝑺𝑭 𝟏𝟐 
 

0.741 ± 0.006 𝑠 1.472 ± 0.012 𝑠 

 

Which follows the theoretical data precisely. 

 

                                                 
1 https://imagej.nih.gov/ij/download.html 
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Continuing on with other types of messages, a confirmed message is 

structured like this: 

 

Fig. 33 A confirmed uplink message 

Which shows the message sent and the receiving of an ACK in return. 

Because of receiving the expected message, the second receive window 

won’t open, which follows the second Class A situation. 

A confirmed message which isn’t received by the server has a structure like 

this: 
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Fig. 34 An uplink which is not received by the server 

As can be seen, the receive windows open but nothing arrives from the 

server, so the windows close immediately. 

 

5.2.1. Calculations on Power Consumption 

The LoRa Mote in its inactive mode consumes 3 𝑉 . (0.20 𝑚𝑣
0.6 Ω⁄ )  =

 1.00 𝑚𝑊 power or 333 𝜇𝐴 of current. Semtech analysis declare that the chip 

itself when inactive consumes 100 𝑛𝐴 which in comparison is very minimal, 

therefore one can presume that all the consumption belongs to the 

additional microprocessors and passive elements inside the Mote.  

An unconfirmed message of the device (which is the usual type for long 

periods of time) is usually the most used command and its power 

consumption, as will be seen in this experiment, depends heavily on the SF 

and data rate. As for the first experiment with the fastest LoRaWAN 
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communication (figure 29), the amount of power consumed is calculated 

below: 

2.1 𝑠 . (11.5 𝑚𝑣
0.6 Ω⁄ ) + 2.03 𝑠 . (14 𝑚𝑣

0.6 Ω⁄ ) + 0.055 𝑠 . (40 𝑚𝑣
0.6 Ω⁄ )

+ 0.21 𝑠 . (22.5 𝑚𝑣
0.6 Ω⁄ ) = 99.16 𝑚𝐴𝑠 

99.16

3600
=  27.5 𝜇𝐴ℎ 

The whole operation takes 2.38 𝑠 and consumes 27.5 𝜇𝐴ℎ assuming that the 

device would send one uplink every hour. This value can be multiplied or 

divided according to the user’s preference.  

The Fair Access Policy of many commercial servers like TTN, limit the 

uplinks to 30 seconds per day. A rough calculation brings the maximum 

number of uplinks per day to:  

⌊
30 𝑠

0.055 𝑠
⌋ = 545 𝑢𝑝𝑙𝑖𝑛𝑘𝑠 𝑝𝑒𝑟 𝑑𝑎𝑦 

Which considering the fair amount of one uplink per hour, brings us to a 

power consumption of  

24 ∗ 27.5 𝜇𝐴ℎ =  660 𝜇𝐴ℎ 

Adding the uplink power consumption to the near 24 hour inactive period 

gives the average Ampere hour power consumption for a whole day (The 

effect of 24 ∗ 0.055 =  1.32 seconds on a whole 24 hours is minimal and not 

counted). 

660 𝜇𝐴ℎ + (333 ∗ 24) 𝜇𝐴ℎ

24 ℎ𝑜𝑢𝑟𝑠
= 360.5 𝜇𝐴̅̅̅̅  

An AAA battery has a lifetime which differs by the amount of Ampere 

hours it provides. The figure below shows the Ah for a Duracell™ AAA 

battery [22]. Note that the Mote uses two batteries, which apart from 
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increasing the amount of voltage they provide, don’t change the curve of 

the figure below. 

 

Fig. 35 mAh power of a Duracell® Plus AAA battery  

With the amount of power consumption of Mote being under 1 𝑚𝐴, and 

considering the figure above, it can be estimated that the battery can 

provide near 1400 𝑚𝐴ℎ of energy. 

1400 𝑚𝐴ℎ

360.5 𝜇𝐴
=  3883.5 ℎ𝑜𝑢𝑟𝑠 = 161.8 𝑑𝑎𝑦𝑠 = 5.4 𝑚𝑜𝑛𝑡ℎ𝑠 

Which for a device that sends uplinks to a fair limit, is an acceptable time 

period. If the chip itself would work without needing any other active or 

passive elements, the inactive period would consume 100 𝑛𝐴 which is so 

low that when using an adequately acceptable limit of uplinks, the chip 

would work for decades without needing new batteries. 

The second experiment employs the average data rate of 2 (SF = 10) and the 

data is demonstrated in the figure below. 
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Fig. 36 An uplink transmission with SF10 

Measurements are done. 

1.89 𝑠 . (11.5 𝑚𝑣
0.6 Ω⁄ ) + 1.99 𝑠 . (14 𝑚𝑣

0.6 Ω⁄ ) + 0.370 𝑠 . (40.5 𝑚𝑣
0.6 Ω⁄ )

+ 0.25 𝑠 . (22.5 𝑚𝑣
0.6 Ω⁄ ) = 117.01 𝑚𝐴𝑠 

117.01

3600
=  32.5 𝜇𝐴ℎ 

An uplink using SF10 with the Mote takes a total of 4.50 seconds. 

 

The maximum amount of uplink time belongs to SF12 which its diagram is 

shown below. 
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Fig. 37 An uplink transmission with SF12 

The message sending of SF12 needs so much time, the other ongoing 

operations just finish and the second receive window falls to a lower level 

in comparison to the first one. The device stays on an active mode for nearly 

38 seconds before it returns back to its inactive position.  

2.65 𝑠 . (11.5 𝑚𝑣
0.6 Ω⁄ ) + 1.33 𝑠 . (13.5 𝑚𝑣

0.6 Ω⁄ ) + 1.472 𝑠 . (29 𝑚𝑣
0.6 Ω⁄ )

+ 0.22 𝑠 . (22.5 𝑚𝑣
0.6 Ω⁄ ) + 17.15 𝑠 . (5.5 𝑚𝑣

0.6 Ω⁄ )

+ 0.22 𝑠 . (14 𝑚𝑣
0.6 Ω⁄ ) + 14.80 𝑠 . (7 𝑚𝑣

0.6 Ω⁄ )

= 495.12 𝑚𝐴𝑠 

495.12

3600
=  137.5 𝜇𝐴ℎ 

Totaling 37.88 seconds. 

So, the average power consumption of SF 10 and 12 for a day equals to: 

𝑆𝐹10 →  
(24 ∗ 32.5) 𝜇𝐴ℎ + (333 ∗ 24) 𝜇𝐴ℎ

24 ℎ𝑜𝑢𝑟𝑠
= 365.5 𝜇𝐴̅̅̅̅  
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SF12 can’t deliver 24 uplinks per day, because the Time-on-Air of its uplinks 

equal 24 ∗ 1.472 = 35.328 𝑠𝑒𝑐 which is more than the accepted 30 seconds 

per day fair usage. At maximum, it can send 

⌊
30

1.472
⌋ = 20 𝑢𝑝𝑙𝑖𝑛𝑘𝑠 

Also, the duration of the whole active time becomes significant to the 24 

hours, which brings us to 

37.88 ∗ 24 = 909.12 sec = 0.253 ℎ𝑜𝑢𝑟𝑠 

𝑆𝐹12 →  
(20 ∗ 137.5) 𝜇𝐴ℎ + (333 ∗ (24 − 0.253)) 𝜇𝐴ℎ

24 ℎ𝑜𝑢𝑟𝑠
= 444.0 𝜇𝐴̅̅̅̅  

 

In conclusion, the amount of energy consumed for keeping the device on is 

much more than the amount needed for an uplink, therefore assembling the 

chip with low power devices that can keep up with its consumption should 

be the main focus of companies that try to manufacture and mass produce 

devices with LoRa technology that are needed to be on the whole time. As 

for devices that need low rate data transmission, it is apparent that LoRa 

can be a powerful aide, which can employ very low power consumption 

with adequate distance coverage and impressive resistance to errors. The 

drastic change in the power consumption and Time-on-Air values for 

different SFs also shows the importance of a concept like ADR, which 

allows the server to choose the best power plan for the device, keeping the 

consumption as low as possible.  
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5.3. Experimenting with the Distance Coverage Area 

 

This part of the project covers the experimentation with the distance LoRa 

network can cover in an urban academic area, and also the variables which 

can manipulate it. 

As said before, LoRa modulation uses constant ramp chirp signal as its 

basis. It has a linear frequency change ratio and a number of frequency 

“channels” through which, it transmits the data. After the standardization 

of MAC LoRa by the LoRa Alliance, the concept of Data Rate has come up. 

It gives the node modules the ability to change their rate of data 

transmission according to a unit called the Spreading Factor (SF). This unit, 

which essentially is the chirp rate of the LoRa modulation, addresses the 

wideness of bandwidth used for transmitting the data. The wider the 

bandwidth, the slower the connection would be, which also affects the 

sensitivity and maximum distance of connection. The default values for 

Data Rate and their corresponding spreading factors are given in the table 

below. 

Table 6. Data Rate table for LoRaWAN 868 MHz 

𝑫𝒂𝒕𝒂 𝑹𝒂𝒕𝒆  

𝑵𝒖𝒎𝒃𝒆𝒓 

𝑺𝒑𝒓𝒆𝒂𝒅𝒊𝒏𝒈  

𝑭𝒂𝒄𝒕𝒐𝒓 

𝑪𝒉𝒊𝒑𝒔 

/ 𝑺𝒚𝒎𝒃𝒐𝒍𝒔 

𝑩𝒂𝒏𝒅𝒘𝒊𝒅𝒕𝒉 𝑩𝒊𝒕𝒓𝒂𝒕𝒆 𝑺𝒆𝒏𝒔𝒊𝒕𝒊𝒗𝒊𝒕𝒚 

0 12 128 125 𝑘𝐻𝑧 250 𝑏𝑝𝑠 −137 𝑑𝐵𝑚 

1 11 256 125 𝑘𝐻𝑧 440 𝑏𝑝𝑠 −134.5 𝑑𝐵𝑚 

2 10 512 125 𝑘𝐻𝑧 980 𝑏𝑝𝑠 −132 𝑑𝐵𝑚 

3 9 1024 125 𝑘𝐻𝑧 1760 𝑏𝑝𝑠 −129 𝑑𝐵𝑚 

4 8 2048 125 𝑘𝐻𝑧 3125 𝑏𝑝𝑠 −126 𝑑𝐵𝑚 

5 7 4096 125 𝑘𝐻𝑧 5470 𝑏𝑝𝑠 −123 𝑑𝐵𝑚 
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For this experiment, the coverage area of a LoRa network with a fixed 

position for the gateway is measured twice, with the control variable being 

the spreading factor. The value of the data rate varies between 4 (SF = 8) and 

0 (SF = 12). The blue dot marks the position of the gateway, while the stars 

are the position of end-node with their RSSI – and SNR – values written 

beside them. 

 

Fig. 38 LoRa distance coverage in a populated area (SF8) 

The first experiment is cooperatively done with Dott. Francesco Nini with 

the Mote’s spreading factor, being the default value of the device, hence 

Data rate: 4 or SF: 8. Due to the fact that the gateway is inside the 4th floor of 

a steel and concrete building, surrounded by other tall buildings, the 

maximum coverage distance is very limited, which in the experiment 

demonstrated in figure 38, hardly reaches 81 meters. But, as the aim of this 

experiment is the effect of spreading factor on distance and not the 

theoretical maximum one, the maximum reachable distance is not achieved. 
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The next experiment uses the highest – and correspondingly, the slowest – 

spreading factor, which gives the highest sensitivity and longest range. For 

the most part, the experiment was done in a park near the university, with 

the obstacles mostly being foliage with occasional historical monuments. 

The results are shown below. 

 

Fig. 39 LoRa distance coverage in a populated area (SF12) 

As can be seen, the maximum distance has multiplied. The distance 

increases to 390 meters while the spreading factor is at its maximum value. 

Coverage on the left-side area is worse because of tall buildings and drastic 

height differences. SNR value changes accordingly with the distance most 

of the time and even though the minimum received value is −16.5 𝑑𝐵, the 

manufacturer claims it can furtherly reach −20 𝑑𝐵. The RSSI value remains 

mostly relevant to the line of sight and obstacles between the two devices, 

with the longer distances having relatively smaller values. 
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Fig. 40 LoRa distance coverage in a populated area (SF12) in 3D 

The results of this experiment show how much the data rate value can affect 

the coverage area, with the maximum distance increasing from 81 to 390 

meters. Even through all the obstacles and disturbances, the gateway 

antenna still covered such a vast area, which makes it an optimal choice for 

low power devices to adapt to this technology and use it for data 

transmission. Using higher code rate for the communication also helps the 

forward error correction of the device which in turn increases the coverage 

distance a bit more, but due to this option not being available on the battery 

mode of the device, it couldn’t be experimented upon. The experiment also 

emphasizes the importance of line of sight in coverage area, with big 

obstacles and difference of height being the most influential in reducing it.  
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5.4. Working with MQTT as a Client 

 

MQ telemetry Transport or MQTT is a publish/subscribe connection 

system. It is an extremely simple and lightweight messaging protocol, 

designed for constrained devices and low-bandwidth, high-latency or 

unreliable networks. The design principles are to minimize network 

bandwidth and device resource requirements whilst also attempting to 

ensure reliability and some degree of assurance of delivery. These 

principles also turn out to make the protocol ideal of the emerging 

“machine-to-machine” (M2M) or “Internet of Things” world of connected 

devices, and for mobile applications where bandwidth and battery power 

are at a premium. [23] 

To access an MQTT network, you need an MQTT broker software (e.g. 

Mosquitto for Linux systems, MQTT.fx for Windows, IoT MQTT 

Dashboard for Android smartphones) and internet or intranet access to the 

server. You need to feed the program the IP address (or the webpage) of the 

server along with the specific port number of the MQTT connection 

(Default: 1883).  
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Fig. 41 MQTT.fx, a Windows operated MQTT broker 

Eclipse Mosquitto™ is an open source and a very lightweight and versatile 

MQTT broker. It is the broker which LoRa Server works with and is the 

preferred method of contacting the end-nodes in the LoRa server’s network. 

Each end-node has its own channel which you can subscribe to and get 

information from. Each channel is described with the Application EUI and 

Device EUI of the specific end-node and there exist different types of the 

same channel with different amounts of information which may interest the 

client. If the connection is password protected, you also would need to 

provide username and password keys to be allowed to subscribe. As 

Mosquitto is the main broker for the server, in this part, the most common 

commands of this application are demonstrated. 
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5.4.1. Mosquitto Commands 

mosquitto 

 An MQTT broker 

 

Fig. 42 Environment of mosquitto_sub 

mosquitto_sub 

A simple MQTT version 3.1 client that will subscribe to a topic and print the 

messages that it receives. 

The most common method of using the command is  

mosquitto_sub -h “SERVER_IP” -t 
"application/AppEUI/node/DevEUI/rx" 

in which, AppEUI and DevEUI are the respective Application EUI and 

Device EUI of the end-node you are trying to subscribe to. If you are issuing 

the command from the server itself, the -h option is unnecessary as the 

default value of it is localhost. If you have changed the default port of 

MQTT connection, the -p option gives the ability to change that. The end-

nodes send their message in the following format: 
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{ 
"devEUI":"DEVICE_EUI", 
"rxInfo":[{ 
"mac":"GATEWAY_ID", 
"time":"TIME_AND_DATE_OF_TRANSMISSION", 
"rssi":RSSI, 
"loRaSNR":LORA_SNR 
}], 
"txInfo":[{ 
"frequency": FREQUENCY 
"dataRate":{ 
 "modulation":"LORA", 
 "bandwidth":"125", 
 "spreadFactor": SPREADING_FACTOR} 
"adr":TRUE_OR_FALSE 
"codeRate":"FROM 4/5 TO 4/8"} 
"fCnt":FRAME_COUNTER_NUMBER, 
"fPort":PORT_FIELD_NUMBER, 
"data":"BASE64_ENCODED_DATA" 
}  

Which you can see an example of in figure 42. 

The received data is in Base64 format and needs to be decoded (data is 

already decrypted by the server itself) first to be understood. There’s a 

plethora of other command options which are accessible using a command 

like: 

man mosquitto_sub 

 

mosquitto_pub 

Is a simple MQTT version 3.1 client that will publish a single message on a 

topic and exit. All of the end-nodes in the LoRa network publish their data 

to the server via gateways which it then publishes the data to the MQTT 

channels in lieu of each end-node. The most common format of publishing 

data is: 

mosquitto_pub –h “SERVER_IP” -t 
"application/AppEUI/node/DevEUI/tx" -m 'YOUR_MESSAGE' 



 

101 

 

The clients can each send their data to a specific end-node using this 

command. The server receives the published data in Base64 format and 

translates them into binary. It registers the data in its PostgreSQL database 

and finally sends them to the designated end-node when it reveals itself as 

ready (e.g. when it sends data to the server).  

Example: 

mosquitto_pub -t 
"application/aa555a0987654321/node/aa555a1234567890/tx" -m 
‘aGVsbG8=’ 

More options are available by reading the manual page of the command. 

man mosquitto_pub 
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5.5. A Python script to automatically send data to the end-

nodes 

 

Fig. 43 Python scripted program at work 

The Python script downloadable from the link below, facilitates the 

subscription to different channels (end-nodes) and saves its end-node data 

into a configuration “.ini” file. This way, the problem of constant 

subscription and feeding the same data every time the program is launched, 

is resolved. The script utilizes an already written package for an MQTT 

broker for the ease of programming. The package is imported and after that, 

the client can use direct MQTT commands inside the script. 

wget -O multiple_nodes_config.py https://goo.gl/KnJffp 

The script was written first with the sole purpose of writing a program 

using which, one could send data to each end-node any time that a message 

arrives from them. The code should recognize the MQTT message and be 
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automatized so that it could respond quickly and accordingly. This way, 

when an uplink arrives, it could be responded to when the end-node still 

has its two receive windows open. 

The code was written in Python language specifically because the language 

has a library which fully supports the MQTT protocol. Later, the connection 

was made and the results were successful. After the first attempt succeeded, 

the script was expanded to be easier and more practical to use. As of now, 

the script acts as a functional and independent MQTT subscriber which 

shows the information it receives and also decodes the Base64-encoded data 

of the server. It saves its user data on a file and asks them if they want to 

send any data to the end-nodes and what to send. The sent data can be 

“what is received” or a specific string which the user decides. As the script 

is a part of a programming language, one can easily expand on the idea and 

send the end-nodes whatever string or command they want, instantly after 

an uplink arrives. 

To start the script simply write the command: 

python3 multiple_nodes_config.py 

After importing essential libraries and clearing the screen, the first practical 

step is checking for a configuration file. The command os.path.isfile of the 

OS library makes it easy to check for a file name. If it’s not available, the 

false return allows the program to easily put that command in an if clause 

and start to create a file and its modifications if it wasn’t found. After this, 

the ConfigParser library comes in and with a command like cfgfile = open() 

and adding the “w” letter for write-enabled, one can create an empty 

configuration file. 
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Moving forward with commands like config.add_section and config.set 

you can structure the configuration file to your whim, adding sections and 

variables and giving them default values. 

The operation of saving data would be used once when there is no config 

file, and one other time when the user discards the saved data of an existing 

file, both needing data to be asked from the user and saved inside the file. 

To circumvent this code duplication, this operation is defined inside a 

function and is called whenever it is needed. This method proves to be very 

handy, but it has a slight disadvantage. Because after the function is called 

and data is saved inside a file, the local function variables lose their own 

value and it forces the program to call the configuration file again and read 

the saved data for a second time, so that it could use them. 

The reset_config_file() function itself has a straightforward way to gather 

data. It asks the user to insert the data the function needs and checks the 

authenticity of more critical data (e.g. EUIs of nodes) by checking whether 

they are of appropriate size and type (is_hex() function). The end-nodes are 

saved as a list (i.e. array) but it proves to be a bit difficult to save lists inside 

a file using config parser commands. To overcome this difficulty, JSON 

library is used. Right before the list is saved, a json.dumps command 

converts the data to Java syntax which is acceptable for the parser. Later, 

when the file is being read, a json.loads command changes the syntax of the 

variable again so that Python would consider it again as a list.  

After gathering the data, the script starts using the paho.mqtt package and 

subscribes to each end-node’s MQTT channel respectively. The subscription 

command is given in an on_connect function, so this way if the connection 

to the server is disrupted, when they reconnect the subscriptions occur 

again, not allowing the disruption to fail the whole script. 
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After the first function, comes the on_message function which is activated 

when an uplink is received. The variable which holds the message is split 

by its double quotations and saved in another variable as a list. This way 

the user can easily manage all of the data and present them in any way 

which is satisfactory. Each important part of the list is defined as a new 

variable and, if needed, is polished and presented later with a print() 

command. Information like port number, date/time, SNR, RSSI and frame 

counter are demonstrated. A Base64 library is also defined so that it could 

decode the data to a conventional text format.  

If the user has set the “send data back to the end-node” variable of the script, 

the program would start creating a PUBLISH message out of the fragments 

of the uplink’s data and user’s preset data, and would send it as soon as it 

is created. A “reference”, which would be a part of the downlink message, 

is an 8-digit hex number which is used to watermark a message from the 

server. It is needed so that the uplinks and downlinks (which are more or 

less indistinguishable from the script’s point of view) are differentiated 

easily. An if clause at the start of on_message would discard any of server’s 

own messages, preventing it from falling into an infinite loop. The five 

client. commands, which are shortened mqtt.Client() commands, each call 

their own function when their time comes. The client.connect can be the 

most important of them all which connects the script to the MQTT network 

using the server’s address and port number. The third number is a “keep 

alive” which by default is 60 seconds and overviews the program-server 

connection and sends pings every 60 seconds of inactivity to keep the 

connection alive. The last line of code is loop_forever() which puts the 

whole connection inside a loop so that it will never disconnect. To exit the 

script, the usual Ctrl+C command is used. 
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The code for the script is available in Appendix 3. 
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Conclusion 

 

In conclusion, it is the author’s belief that LoRa is a powerful technology 

that can change how IoT devices would work in the next few years. The 

LoRa technology itself doesn’t use the conventional TCP/IP protocol and 

therefore, on the end-node and gateway level, is immune to its 

vulnerabilities. All of the communications are encrypted by AES and are 

very secure. The coverage area and low power consumption of the chip are 

also very beneficial. These days, most household items can connect to a local 

Wi-Fi, but for other peripherals which are not near a Wi-Fi router, there’s a 

big void which the LoRaWAN system can easily fill. Most IoT devices 

actually don’t exchange lots of information with a server or other end-nodes 

and thus, the low bitrate speed of LoRa doesn’t affect them very much. The 

long distance option is also very appealing, as the end-nodes can actually 

go distances as far as 15-17 km and still deliver data. The low power option 

enables the end-nodes to work with internal batteries, rendering them 

completely independent from any source of power or communication in 

vicinity. One big impact of this system can be on Fleet Management Systems 

(which monitor the position of a vehicle) and these days are using the not 

so conventional GSM and sim card protocol, costly and power hungry. With 

enough gateways all around cities, every low power device which is in need 

of communication can connect itself to one of these networks and start 

communicating with their own servers. This opens up new horizons for 

many smaller enterprises. 

This project shows how anyone can build their own free standalone server 

and start their own project without the need of any authority or additional 
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costs. As seen in this thesis, programming the device for customization and 

personalization is not a very difficult task. LoRa is very compatible with 

popular methods of data transfer and companies are creating new devices 

and firmware with better functionality every other day. Being categorized 

as an ultra-low power device, creating other microprocessors and 

peripherals which are as low power as LoRa is and with comparable speed 

becomes necessary and this opens up new horizons for low power 

consumer products. 

The author’s opinion is that LoRa will be a huge commercial success and 

would become cheaper to manufacture, thus making other industries to 

follow suit and build their devices utilizing LoRa as their main 

communication method. Currently, the Wide Area Network of LoRa is not 

developed enough and known very much all around the world, and also 

the cost of hardware is high. These two factors limit the practicability of the 

network, but with the involvement of big companies like IBM, Cisco and 

Microchip, countrywide projects such as the ones of Ireland and The 

Netherlands, and also free projects like “The Things Network”, it is 

apparent that the path of LoRa knows no bounds. 
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Appendix 1:  

 

Building the Binaries from the Source 

 

As mentioned before, the three fundamental parts of the LoRa Server 

project are written in Go Language and need to be built according to their 

code. The usual command of make build does not work in their 

environment and there are certain dependencies of applications and files 

that are needed for the build function to work. 

For the enthusiasts who want to build the server executable files 

themselves, it must be noted that the easiest way to build such projects is to 

use the Docker-compose application. Unfortunately, the Docker project 

only works on 64-bit OSs and although there exists an experimental version 

of Docker for ARM builds (which the Raspbian OS is compatible with), 

some of the dependencies which the LoRa Server project needs for building 

an executable file, are not compatible with ARM built OSs. Therefore, if the 

user wants to build their project directly from the source, they need to build 

the files on a 64-bit version of Linux and then transfer them to the RPi later. 

NOTE: As the Raspbian is based on Debian, and Debian and its 

distributions like Ubuntu are the most popular Linux distributions, the 

steps below use Debian-based commands like apt-get. Change them to your 

OS style if these commands don’t work on your system.  

To build the projects follow these steps: 
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Installing Docker and Docker-compose 

Open the webpage below and choose your Linux distribution. 

https://docs.docker.com/engine/installation/ 

Follow the guidelines and install Docker on your device. 

The easiest option for installing Docker-compose is using pip. If it is not 

installed on your system, type the command  

sudo apt-get install python-pip  
#type python3-pip if you want to work with python 3 

and then type 

sudo pip install docker-compose 

If this option gives you errors, you can always use the original command 

sudo apt-get install curl 
curl -L 
https://github.com/docker/compose/releases/download/1.9.0/do
cker-compose-`uname -s`-`uname -m` > /usr/local/bin/docker-
compose 
chmod +x /usr/local/bin/docker-compose 

 

Building from the Source 

To be able to download from git repositories, first the git application must 

be downloaded. Open a terminal and write. 

sudo apt-get install git 

Enter your directory of choice and then use the git clone command to 

download the git repositories of the server source files. 

git clone https://github.com/brocaar/loraserver 
git clone https://github.com/brocaar/lora-gateway-bridge 
git clone https://github.com/brocaar/lora-app-server 

Now we go on creating each executable file respectively. 
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cd loraserver 
sudo docker-compose run --rm loraserver bash 

After a lengthy act of downloading, extracting and pulling data, you are led 

to a bash shell in which you can launch make commands. As the system 

which we need the files for is Raspbian, the user has to cross-compile the 

source to make it work in that environment; Hence, ARM architecture. Note 

that the usual make build command chooses its default value as that of the 

user’s system OS. 

GOOS=linux GOARCH=arm make build 

You’ll see a “Compiling source for linux arm” indicator which tells you that 

you are on the right track. After the work is finished type 

exit 

to exit the bash. 

The same thing is also done to the other two sources. 

cd .. 
cd lora-gateway-bridge 
sudo docker-compose run --rm gatewaybridge bash 
GOOS=linux GOARCH=arm make build 
exit 
cd .. 
cd lora-app-server 
sudo docker-compose run --rm appserver bash 
GOOS=linux GOARCH=arm make build 
exit 

Now, there are three executable files in the build subfolders of each folder, 

ready to be transferred to RPi. 
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Appendix 2:  

 

A script to download the latest version of the server 

files 

 

#!/bin/bash 
clear 
#a read command at the end of the names of operating systems 
#will read user’s system of choice and sets a flag if the OS 
#is Linux-based  
echo "Choose your Opertaing System:" 
echo "1) Linux 32-bit" 
echo "2) Linux 64-bit" 
echo "3) Linux ARM" 
echo "4) MS Windows 32-bit" 
echo "5) MS Windows 64-bit" 
echo "6) Darwin OS" 
read OS 
 
#Each case marks the end of file name in the link URLs. Also 
#another variable checks if the OS is Linux based  
case $OS in 
 
  1) echo "Linux 32-bit is selected" 
     OS2=$"_linux_386.tar.gz" 
     OS_Linux="yes" 
     ;; 
   
  2) echo "Linux 64-bit is selected" 
     OS2=$"_linux_amd64.tar.gz" 
     OS_Linux="yes" 
     ;; 
   
  3) echo "Linux ARM is selected" 
     OS2=$"_linux_arm.tar.gz" 
     OS_Linux="yes" 
     ;; 
   
  4) echo "MS Windows 32-bit is selected" 
     OS2=$"_windows_386.tar.gz" 
     OS_Linux="no" 
     ;; 
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  5) echo "MS Windows 64-bit is selected" 
     OS2=$"_windows_amd64.tar.gz" 
     OS_Linux="no" 
     ;; 
   
  6) echo "Darwin OS is selected" 
     OS2=$"_darwin_amd64.tar.gz" 
     OS_Linux="no" 
     ;; 
      
  *) echo "invalid option" 
     exit 
     ;; 
   
esac 
 
#a wget command downloads the html script located at the 
#homepage of the latest release of “loraserver” application. 
#A cat command views the file and a grep command compares 
#the data to find the release files’ web address. Another 
#wget is issued to download the actual file. The same 
#procedure is followed by the other two applications. 
 
 
Link1=$(wget 
https://github.com/brocaar/loraserver/releases/latest > 
/dev/null 2>&1; cat latest | grep $OS2 | grep href) 
Link2=$(echo $Link1 | awk -F'" rel=' '{print $1}' | awk -F 
'="' '{print $2}') 
echo https://github.com${Link2} 
rm latest 
wget https://github.com${Link2} 
 
Link1=$(wget https://github.com/brocaar/lora-gateway-
bridge/releases/latest > /dev/null 2>&1; cat latest | grep 
$OS2 | grep href) 
Link2=$(echo $Link1 | awk -F'" rel=' '{print $1}' | awk -F 
'="' '{print $2}') 
echo https://github.com${Link2} 
rm latest 
wget https://github.com${Link2} 
 
Link1=$(wget https://github.com/brocaar/lora-app-
server/releases/latest > /dev/null 2>&1; cat latest | grep 
$OS2 | grep href) 
Link2=$(echo $Link1 | awk -F'" rel=' '{print $1}' | awk -F 
'="' '{print $2}') 
echo https://github.com${Link2} 
rm latest 
wget https://github.com${Link2} 
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#two “for” commands would extract the files and remove the 
#tarballs 
for a in *.tar.gz; do echo working on $a; tar zxvf $a; done 
for b in *.tar.gz; do rm -v $b; done 
 
#If OS is linux then the files would get executable statuses 
if [ "$OS_Linux" = 'yes' ]; then 
  echo "Linux files detected. Attempting giving executable 
permission..." 
  chmod +x loraserver lora-gateway-bridge lora-app-server 
  echo "Done." 
fi 
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Appendix 3:  

 

A script to subscribe to MQTT channels and 

automatically send data to the end-nodes 

 

import paho.mqtt.client as mqtt   
#mosquitto MQTT client for py 
 
import socket  
#to find the IP address of the server automatically 
 
import base64  
#a converter module of Base64 encoding method. Used to 
#translate the encoded base64 received data 
 
import os     #needed to issue Linux commands 
import json    #needed to convert strings to arrays 
import configparser   #needed to create a config file 
 
#a function which confirms 16 digit hex values 
def is_hex(s): 
 try: 
  int(s, 16) 
  return True 
 except ValueError: 
  return False 
 
#function for when you want to reset your config file 
def reset_config_file(): 
 print("Fill in the following questions please:")    
 print() 
 sendback = input("Do you want to send data back to the 
node(s)? [Y/N] [Default: No] ") 
 if not sendback: 
  sendback = "n" 
 if sendback in ['Y', 'y']: 
  YNdefault = input("Do you want to send a specific 
string to the node(s)? [Y/N] [Default: No] ") 
  if not YNdefault: 
   YNdefault = "n" 
  if YNdefault in ['Y', 'y']: 
   DefaultData = input("Enter your preferred 
text: ") 
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  else: 
   DefaultData = "" 
   print("What the server receives from each 
node is sent back to them") 
 else: 
  YNdefault = "n" 
  DefaultData = "" 
 appeui_correct = "N" 
 while appeui_correct == "N": 
#checks whether appeui is inserted correctly and is 
hexadecimal 
  appEUI = input("Please enter the AppEUI of your 
node(s): ") 
  if len(appEUI) == 16 and is_hex(appEUI): 
   print("Accepted") 
   appeui_correct = "Y" 
   print("AppEUI: ", appEUI) 
   
 I = input("Enter the number of nodes in the 
application: ") 
 if not I: 
  I = "1" 
 I = int(I)      #as I is first defined as a string 
 print("Enter each Device EUI respectively:") 
 node = []       #node variable is a list of all nodes  
 i = 1 
 while i <= I: 
  word = input() 
  if len(word) == 16 and is_hex(word): 
   print("Accepted") 
   node.append(word)  
#each accepted number is added to the list until we reach 
#the intended number of nodes 
   i += 1 
  else: 
   print("Error, number not acceptable, please 
try again") 
  
 cfgfile = open("config.ini", "w") 
#here we create a writable config file and attempt to save 
#our data line by line inside it 
 config.set("Defaults","sendback", sendback) 
 config.set("Defaults","yndefault", YNdefault) 
 config.set("Defaults","appeui", appEUI) 
 config.set("Defaults","nnodes", str(I)) 
 config.set("Nodes","list", json.dumps(node)) 
#using json, one can also save arrays (lists) inside a 
#config file which on normal mode is not possible 
 config.set("Text","default_text", DefaultData) 
 config.write(cfgfile) 
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 cfgfile.close() 
 print("Done") 
 
 
config = configparser.ConfigParser(allow_no_value=True) 
 
os.system('clear') 
 
#Checking for the local IP of the server 
Server1 = [l for l in ([ip for ip in  
socket.gethostbyname_ex(socket.gethostname())[2] if not 
ip.startswith("127.")][:1], [[(s.connect(('8.8.8.8', 53)), 
s.getsockname()[0], s.close()) for s in 
[socket.socket(socket.AF_INET, socket.SOCK_DGRAM)]][0][1]]) 
if l][0][0] 
Server = input("The IP address of the server [Default value: 
" + Server1 + "] : ") 
#if the user presses Enter, the default value is accepted 
if not Server: 
 Server = Server1 
 
if not os.path.isfile("config.ini"): 
 print("No configuration file detected. Attempting to 
create one...") 
#now that a config file is not found, a new file with 
#temporary values is created and then it is resetted so it 
#could be filled with user data 
 cfgfile = open("config.ini", "w") 
 config.add_section("Defaults") 
 config.set("Defaults","sendback", "n") 
 config.set("Defaults","yndefault", "y") 
 config.set("Defaults","appeui", "0") 
 config.set("Defaults","nnodes", "1") 
 config.add_section("Nodes") 
 config.set("Nodes","list", "0") 
 config.add_section("Text") 
 config.set("Text","default_text", "0") 
 config.write(cfgfile) 
 cfgfile.close() 
 print("configuration file created") 
 reset_config_file() 
else: 
 config.read("./config.ini") 
#attempting to read the config file and show the data to the 
#user 
 print() 
 print("You have a saved Configuration file. The 
default values are:") 
 print("Application EUI: ", 
config["Defaults"]["appeui"]) 
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 print("Saved Nodes: ", config["Defaults"]["nnodes"]) 
 Node = json.loads(config.get("Nodes","list")) 
 for j in range(int(config["Defaults"]["nnodes"])): 
  print(Node[j]) 
 if config["Defaults"]["sendback"] in ['N', 'n']: 
  print("Nothing will be sent back to the nodes") 
 else: 
  print("Data will be sent back to the nodes") 
  if config["Defaults"]["yndefault"] in ['N', 'n']: 
   print("No default text to send") 
  else: 
   text = config["Text"]["default_text"] 
   print("Default text to send: ",text) 
  
 print() 
 use_default = input("Do You want to use these default 
values? [Y/N] ") 
 if not use_default or use_default in ['Y', 'y']: 
  print("Default values will be used.") 
 else: 
  reset_config_file() 
  
  
 
 
print("Connecting to the server...") 
#reading the data again and saving it into our defined 
#variables. This is needed because the function doesn’t save 
#global variables 
sendback = config["Defaults"]["sendback"] 
I = int(config["Defaults"]["nnodes"]) 
appEUI = config["Defaults"]["appeui"] 
node = json.loads(config.get("Nodes","list")) 
YNdefault = config["Defaults"]["yndefault"] 
DefaultData = config["Text"]["default_text"] 
 
#The callback for when the client receives a CONNACK 
#response from the server. 
def on_connect(client, userdata, rc): 
 print("Connected with result code "+str(rc)) 
#Subscribing in on_connect() means that if we lose the 
#connection and reconnect then subscriptions will be 
#renewed. 
 i = 0 
 for i in range(I): 
  topic1 = 
"application/"+appEUI+"/node/"+node[i]+"/rx" 
#giving the MQTT topic to the broker 
  client.subscribe(topic1) 
  print("Subscribed to channel: ",topic1) 
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 print("Done")  
 print() 
   
#The callback for when a PUBLISH message is received from 
#the server 
def on_message(client, userdata, msg): 
 data1 = str(msg.payload).split("\"") 
#splits the full string received from the node 
 if "devEUI" in data1 and "abcd1234" not in data1: 
#to not confuse publish messages with the ones from the end-
#node and not resend them in an infinite loop. abcd1234 is 
#server’s signature (written below), indicating publish 
#downlinks 
           devEUI = data1[3] 
           freq = data1[22]; freq = freq[1:-1] 
           TimeDate = data1[13].replace("T", " "); TimeDate 
= TimeDate[:-8] 
           fPort = data1[42]; fPort = fPort[1:-1] 
           SF = data1[32]; SF = SF[1:-2] 
           CodeRate = data1[37] 
           RSSI = data1[16]; RSSI = RSSI[1:-1]  
           LoRaSNR = data1[18]; LoRaSNR = LoRaSNR[1:-3] 
           fcnt = data1[40]; fcnt = fcnt[1:-1] 
           data = data1[45] 
           ADR = data1[34]; ADR = ADR[1:-1] 
           print() 
           print("Message received from node:") 
           print("devEUI:", devEUI, "  Frequency:", freq, "  
Date/Time:", TimeDate, "  fPort:", fPort, "  SF:", SF, "  
CodeRate:", CodeRate, "  RSSI:", RSSI, "  SNR:", LoRaSNR, "  
Frame Counter:", fcnt, "  Data:", data, "  Data decoded:", 
str(base64.b64decode(data))[2:-1].replace("\\x", "")), "  
ADR:", ADR 
           if sendback in ['Y', 'y']: 
   print("Sending back the received data...") 
   if YNdefault in ['Y', 'y']: 
    data = 
str(base64.b64encode(b'DefaultData'))[2:-1] 
   senddata = "{\"reference\": 
\"abcd1234\",\"confirmed\": true,\"devEUI\": 
\""+devEUI+"\",\"fPort\": "+fPort+",\"data\": \""+data+"\"}" 
   topic2 = 
"application/"+appEUI+"/node/"+devEUI+"/tx" 
   client.publish(topic2, senddata, 0) 
 
 
client = mqtt.Client() 
client.on_connect = on_connect 
client.on_message = on_message 
client.connect(Server, 1883, 60)  
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#Blocking call that processes network traffic, dispatches 
#callbacks and handles reconnecting. 
#Other loop*() functions are available that give a threaded 
#interface and a manual interface. 
client.loop_forever() 

 

The Contents of the Configuration File 

[Defaults] 
sendback = y 
yndefault = y 
appeui = aa555a0987654321 
nnodes = 3 
 
[Nodes] 
list = ["AA555A1234567890", "AA555A1234567891", 
"AA555A1234567892"] 
 
[Text] 
default_text = Received 
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